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ACRONYMS

ACRONYM Explanation
AP Access Point
APRS Automatic Position Reporting System
APRS-IS APRS Internet Service
BT Bluetooth
BW Band Width
CPU Central Processing Unit
CR Coding Rate in case of Lora Protocol or Carriage Return
DHCP Dynamic Host Configuration Protocol
EEPROM Electrically Erasable Programmable Read-Only Memory
FRAM Ferroelectric RAM
GPS Glopal Positioning System
GUI Graphic User Interface
HW Hardware
loT Internet of Things
IP Internet Protocol
KISS Keep It simply Stupid protocol
LAN Local Area Network
LF Line Feed
LoRa “Long Range” Radio Communication Technique
M2M Machine to Machine
MQTT Message Queuing Telemetry Transport Protocol
OLED Organic Led (display technology)
OTA Over The Air update
PCB Printed Circuit Board
PPM Parts Per Million
PPS Pulse Per Second
RAM Random Access Memory
RTC Real Time Clock
RX Receive
SDR Software Defined Radio
SF Spreading Factor
SMD Surface Mounted Devices
SNR Signal to Noise Ratio
SPI Serial Peripheral Interface
SW Software
TCXO Temperature Compensated Crystal Oscillator
TFT Thin-film transistor (display technology)
X Transmit
uC MicroController
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1 Introduction

This document describes the HW assembly and SW installation methods of the devices
based on the LoRa Beacon project developed in the context of the SARIMESH experimenta-

tion (ref. https://www.sarimesh.net ).

The goal of this project is to generate an HW/SW platform that can be used for experi-
mentation activities relating to LoRa technology applied to radio amateur and therefore
not necessarily using the guidelines and implementations mandatory in the IoT (Internet of
Things) applications.

It is worth remembering that LoRa technology was born mainly to allow the creation of
"sensor" type devices or for M2M (Machine-To-Machine communication). This type of ap-
plications is characterized by a limited communication need in terms of quantity of transmit-
ted data and by a maximum independence from external power sources, trying to use batter-
ies to power the devices with an autonomy target of the order of years.

As a result of these functional requirements, the LoRa radio protocol has aimed to re-
duce the transmission power of the devices according to the available "radio link budget";
the key to achieve this objective is the use of a spread spectrum transmission method which
allows to obtain a significant “process gain”.

Therefore, in the context of the IoT, the reduction of energy consumption assumes enor-
mous importance, considering their use as remote sensors not powered by external energy
sources.

In amateur radio use, this aspect obviously takes a back seat, while the aspects of maxi-
mizing performance in terms of "available radio link budget" take on particular importance.

It was therefore decided in our experimentation to neglect, at least initially, the as-
pects of minimization of energy consumption, which are inessential for the purposes of
our uses.

The target user has therefore been thought to be the average radio amateur eager to ex-
periment with this new HW/SW technology with little expense and without particular skills.

The chosen solution is based on the reuse of HW and SW "functional blocks" already
available on the market and on the internet.

2 Needed Hardware

The HW platform can be:

- A Sarimesh Custom HW device

- A classic "Chinese cards", currently widely used for LoRa applications and which
still almost always mount first generation LoRa chips (es: TTGO T-Beam)

The Sarimesh HW is based on the concept of “mother and daughter boards”, which are
small printed circuits that can be purchased on the classic e-commerce platforms at very con-
venient prices.

The daughter boards have been designed with different "footprints" which cover the
most popular lora modules available on the market.
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The first generation (year 2020) of LoRa Sarimesh HW devices was based on "Pin in
Hole" technology as much as possible, limiting the use of SMD components only to excep-
tional cases. Also this choice was motivated to make the assembly of the circuits as easy as
possible, without any particular manual and assembly skill.

With the second generation (year 2023) of Sarimesh HW devices the SMD use has been
extended to cover most of the standard components, in order to gain valuable PCB areas for
adding new modules on the PCB, leaving the “Pin in Hole” usage only for modules or me-
chanical components.

Unfortunately, the support of different HW platforms needs an economic commitment to
obtain samples and a lot of time to carry out the non-regression tests.

With version 4.x we we decided to delegate the complete test of the SW on the TTGO
boards due to the evidence that there were many different versions of this HW that are often
quite different from each other.

With the present vr. 5.x SW version we implemented several additional features in or-
der to allow easy installation of this SW also on the most diffused variants of the TTGO T-
Beam platform; a special feature allows to customize via GUI the most frequent parameters
to adapt to different sub-variants.

We tested our SW on TTGO T-Beam platform as best as possible on the samples we
have available in our shacks, leaving the test on each specific device to the interested people,
who will eventually be able to share their experiences via the GITHUB system.

The user can also build his own Hardware. In this case, it’s possible to modify by
GUI most of the parameters related to the HW architecture, as the I/O pins used by the
ESP32 for interfacing to various chips installed on the board.

A 3D-printable enclosure for both tracker and iGate in “Sarimesh HW version”, is
also available on GitHub.

If a TTGO T-Beam board is used, a lot of cases or 3D printing files are already avail-
able on the internet.

At the end of this guide, the reader can also find a list of useful links for purchasing the re-
quired HW modules online at good prices.

3 Needed Software

The source code is available on Github, at this link:
https://github.com/IZ7BOJ/ESP32 LoRa APRS SARIMESH

From the SW point of view we tried to use a similar approach, using "SW functional
blocks' already available in the open source environment, limiting new developments to the
bare essentials.

A particular note in this regard is the programming style used: being the target a typical
radio amateur, we tried to avoid "courtly" programming style and to write code easily under-
standable even by people who are not professional programmers.
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The goal was and remains to encourage even the inexperienced radio amaterur to experi-
ment by his hand. The use of particularly advanced programming techniques is the exact op-
posite of what is needed to lower the entry threshold to this type of applications.

The SW aspect is obviously closely linked to the HW choice of a specific type of proces-
sor used: the choice fell on the use of the ESP32 processor which in the field of microcon-
trollers represents an optimal solution as it provides an extremely low cost platform, very
powerful and capable of operating in "multiprocessing" mode in "real time", supported by a
very light and efficient operating system (FreeRTOS) and supported by PlatformIO, which
became one of the most used platform for this type of application and, moreover, extremely
more advanced than Arduino, which was used during the early stages of development.

A very important aspect taken into account during the development, is the device man-
agement: also in this case, we have tried to avoid potential users having to necessarily go
through the complete installation of the SW development environment (process typically re-
quired by projects based on microcontrollers) by providing a simple, easily customizable
graphical user interface (GUI) which allows to set many of the available functions and enjoy
the experimentation.

In this document, some notes for the assembly of prototypse in the currently available
Sarimesh HW PCB are presented, as well as the description of the SW image loading and its
configuration.

At the end of the document, there is also a HW/SW "debugging" chapter, very useful if
the user wants to join the development group, or if there are problems during the construction
phase.

4 Compatibility with other existing LoRa APRS Standard

The Sarimesh SW supports both AX.25 encapsulation and the Austrian LoRa APRS im-
plementations, which is a world-wide de-facto standard at present. We will call this mode
“OE_Style” from now on; the SW can always decode APRS traffic in both AX.25 or
OE_Style encapsulation; the outgoing LoRa traffic can be set by GUI in one way or another;
so an OE-Style to AX.25 or viceversa adaptation is performed just in case.

The AX.25 encapsulation appears to be still an important feature in order to support
easy integration of these HWs with standard APRS TNC devices using KISS interface; this
allows to extend these existing TNC with the new LoRa transport and implement mixed
LoRa/standard APRS nodes.

This feature allows you to use in the same LoRa APRS network both AX.25 and
OE_Style devices.

5 Features introduced up to Version 5.x

With the Sarimesh SW 4.x and further 5.x version, new interesting features have been intro-
duced; following is a resume (in time order...):

1) Use of standard APRS compression for the geo-coordinates of transmitted pack-
ets, which can be enabled or not from the GUI. During reception, the SW can always
decode both compressed and uncompressed location.
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2) "Agile Beaconing”: it’s an algorythm for the optimization of beacon transmitting
rate considering the trajectory of the moving tracker. The implemented algorithm
can be set at different strategies in order to achive different goals; the available
modes are the following:

a. disabled: no agile beaconing is active; beacon will be generated according to
the infos provided in the APRS Page ( i.e. static operation based on time).
This is the normal operation mode for time based beaconing.

b. EventMode: will send a new beacon when an “event” is detected, like a
change od direction, or the different speed of the mobile, or the stop/start of
movement. Suitable thresholds are set to optimize this mode as a “detailed ra-
dio coverage discovery” mechanism. Not to be used for normal operation.

c. MappingModeXXX; intended for creating a “mapping” of the present area
where the device is , by sending a beacon based on the “distance” the mo-
bile moved; XXX can assume following values: UltraFine, Detailed, Course,
UltraCourse. Also this modes are not intended for normal operation, but for
“radio coverage discovery”.

3) “Beacon Black List”: this feature allows to exclude a set of geographical "zones"
from sending beacons, mainly for privacy purposes or to mitigate any radio conges-
tion problems in particular areas such as eg. a town centre. This feature is not jet
supported by a GUI page at present (will be supported ASAP) ; BTW it is already
possible to define a zone list by touching the SW BuildDefinion File and re-building
the SW via the PlatformlO development environment. .

4) Support of the “syslog” protocol towards a remote server for the purpose of collect-
ing, mainly in the testing and diagnostic phase, a series of information useful for
tracing the behavior of a device; this function obviously requires that the device un-
der test is able to reach the internet directly, e.g. via a local wifi network (e.g. via a
mobile phone operating in hotspot mode) or via the ethernet interface if any.

5) Support of MQTT protocol: this feature allows to send/receive data to/from a re-
mote server (broker) again via internet connectivity. This function can be used in
two ways:

a. in a first way, the system allows you to perform remote operation on a
LoRa device connected on the internet. e.g. it is possible to access some
functions remotely or even perform operations on the device (e.g. restart the
device or trigger other ad hoc functions). It’s worth to be noted that this mode
does not need any intervention or interaction in the local internet access de-
vice (router).

b. A second way of using the MQTT protocol is the classic one used in IoT
applications, which allows local data to be sent/received to/from a remote
servers such as e.g. measurement of temperature, humidity or other types of
parameters.

6) Use of front panel button for quick functions:

a. ashort push will request to “Send a Beacon” manually

b. a double short push will show on the local display a number of parameters
related tho the device (i.e dev. identity, IP address, etc.)

c. keeping the key pressed, different options are presented on the display in se-
quence at intervals of few seconds. By releasing the key , the function shown
on the display will be performed. A trivial example is the “reboot”: by press-
ing the key after few seconds a “REBOOT NOW” will show up on the dis-
play: by releasing the key a reboot will be triggered. The functions available
are:

i.  Turn ON the upstream connection (Non Standalone)
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ii. Turn OFF the upstream connection (Standalone)
iii. Reboot the device
d. Keeping the the key pressed after power on for 5-10 seconds will trigger a

“Reset to Factory Defaults” for the device to recover a clean device configu-
ration. In addition, on Sarimesh HW devices, when the device is switched on,
after few seconds the user can see the permanent switching ON of the green
and red LEDs, during which a pressure of the key on the device is interpreted
as a request to reset to the factory defaults, making this operation easyer.

7) Introduction of "factory defaults": after this function has been activated, the device
will come up and operate in APRS tracker mode with standard parameters which
have to be changed immediately for concrete use, but they immediately allow you
to have a device capable of functioning giving signs of life and enabling the user to
set his own personal parameters directly from the GUI interface accessible for exam-
ple via a mobile phone or a PC. In particular the device will comeup in “stand-
alone” operation mode: in this mode the device will operate as a WiFi access point
(if WiFi interface is used) or can be connected via an Ethernet LAN cable ( if Eth-
ernet interface is provided) with DHCP server enabled so that the PC or control de-
vice will immediately and automatically acquire correct addressing to access the de-
vice; by using a smart-phone for this operation ( with WiFi obviously), by connect-
ing to the ESP-XXXX WiFi network created by the device, a browser window will
automagically comeup for device operation.

If the SW in question is installed on HW devices other than the Sarimesh one, obvi-
ously the presence or absence of a small key and some LEDs must be taken into ac-
count.

In the case of TTGO type cards it is easy as there is a small key and a blue or red led
which is mapped to operate as both the two red and green leds of the HW Sarimesh.
In the case of HELTEC boards that do not have a key functionally intended for a use
other than a simple reset, unfortunately it will be necessary to restore the factory de-
faults by pushing bliendly the key for 5-10 seconds after device power-up.

A side effect of this feature in case of the TTGO like devices is that there is no need
for loading anything in the LittleFS partition of the flash, thus simplifing the initial
setup of the device.

8) Introduction of Ethernet HW interface: this is a very valuable function when using
the devices in a remote site or when a very stable upstream internet connection is re-
quired, due to the fact that the WiFi interface as an upstream interface is often prob-
lematic in terms of automatic initialization or also in normal operation due to the
presence of other WiFi networks in use locally. The new DM PCB will allow to im-
plement either the WiFi interface or the Ethernet internet interface by installing suit-
able addons modules on the same PCB. In order to support the two HW variants a
suitable matching SW image will be required.

9) Introduction of Full Dual-Mode Dual-Radio LoRa interface: this feature consists
in installing on the same PCB two LoRa modules via their standard daugther boards,
in order to have two cooperating LoRa radios able to implement the Dual-Mode ra-
dio strategy. This feature requires mandatory use of second generation SX126x
based LoRa modules; the two modules will operate as follow

a. primary module will operate as both RX and TX on a LoRa mode with a
low SF (Spreading factor) to implement hspeed LoRa mode

b. secondary module will operate only as RX for the legacy LoRa mode with
high SF to implement the Ispeed legacy LoRa mode

10) Introduction of SW support for ambient sensors; already on the old Sarimesh
PCB there was support for 3 sensors; with new HW DM PCB the SW support has
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been implemented for these sensors in order to send their measured values via APRS
and/or via MQTT to upstream portals. In particular support has bee implemetd for
following sensors:
a. BM680 temperature, pressure, humidity and VOC for CO2 and air qual-
ity index measurement
b. BM280/BMP280 for simplified temperature, pressure and humidity mea-
surement
c. SPS30 Particulate Matter measurement for 0.5, 1, 2.5, 4 ad 10 nanom
size

The on-board sensors can be optionally enabled/disabled as well as the sending of their
measurements via APRS; in any case the acquired measurements will be locally avail-
able via a suitable extension of the GUIL, accessable via internet or direct WiFi/LAN
interface.

11) Introduction of SW support for sending “working conditions infos” via custom
field in the APRS comment: this allows to record in the actual APRS packet the
working conditions in use for the sending node for statistic purposes; this feature can
be enabled/disabled via GUI either for every packet or for a packet time-to-time. The
extension will include following infos (ex. 192B125S12C5P10):

sequence number modulo 256

Bxxx where xxx will be the Bandwidth in use

Syy yy will be the Spreding Factor in use

Cr r will be the coding rate in use

Pss ss will be the preamble length in use

opaoos

The objective of this info is to be able to detect duplicate/missed packets just in case.

12) Reworking of the GUI and device configuration method: till SW ver. 4.x the de-
vice configuration was performed via a GUI interface that was managing and modi-
fying a number of parameters internally keept in a fast FRAM ( for Sarimesh HW
devices) and in slow and weareable flash (via a Little FS Filesystem) for TTGO T-
Beam and similar devices. This was a major difference between Sarimesh and non
Sarimesh HW devices and was implying a frequent access to the on processor flash
memory that would slow the GUI operation and wear the flash for non Sarimesh de-
vices. With SW Vr. 5.x there is now an improvement of the configuration method
that should solve the slowing and frequent access to the flash and give GUI speed for
the TTGO similar to the Sarimesh HW that incorporate a very fast FRAM . In prat-
ice any configuration session for a device may include the access to few pages of the
GUI that modify a number of parameters; in order to make a complete configuration
several pages may be required to be modified; all these modifications will only im-
pact an “in RAM memory” status of a “temporary configuration file” in JSON for-
mat that keeps normally the running device configuration. Any change to this “tem-
porary configuration” will have immediate effect for the few “immediate action”
parametrs ( as for ex. the debug parameters) but will not be reflected in the “perma-
nent configuration” keept in non volatile memory; in order to freeze this temporary
configuration in the nonvolatile memory a “commit” operation will be required: this
explicit operation will allow to set the present temporary configuration as the run-
ning configuration after the next device reboot. This method allows to discard , by
not committing , any partial configuration change should the user decide to abort the
re-configuration session; a reboot, without a previous committ, will restore the con-
figuration to the last committed state. The commit actually will just copy the “in
RAM memory” JSON configuration file to the FRAM or to the flash (depending on
the HW device) in a one-shot operation; all the intermediate configuration changes
will not impact the flash in any case.
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13) Change/save of device configuration via Configuration file upload/download no
longer requires to go trought the “Admin mode” step: till SW vr. 4.x this operations
was requiring to put the device in a special “Admin status” and then would imply a
double reboot for the device in order to save or restore a configuration file; now this
step is no longer required ad a configuration can be saved or restored on/from file
immediately; for restore operation from a configuration file, after the file upload a
commit operation is required to make the new configuration the active one, after the
next reboot.

14) The GUI has been restructured for the APRS/LoRa parts in order to support the
new Dual-Mode Dual-Radio feature and make it more evident in usage; in particu-
lar an “APRS Features” page has been created holding the various attributes of
APRS operation mode, including the enable/disable options for the various payload
content components ( like weather data, etc.). The LoRa page has been extended in-
cluding different panels for the two RX and the single TX available depending on
HW device; this allow to easyly configure the various operational modes also for a
single radio device, just specifying different values for the RX and TX parameters
(they can be set to completely different modes for split RX/TX operation).

15) New pages have been created to hold and display on board sensors date via a nice to
see table in realtime.

16) The Dashboard page has been extended in order to contain explicit statistics for the
two RX and the TX in order to have a detailed status of the device radios operation.

17) A completely new feature at presentation level has been introduced in addition to
the already available APRS service and the Synchronous Beacon feature: it is the
LoRa Messenger application: this is actually the “porting” of an existing piece of
SW made available over Github by Nicholas (https://hackaday.io/project/166225-
loramessenger ) and implementing a simple “messaging application” operating di-
rectly at LoRa level, without passing trougth the classical APRS layer. It is a very
light and interesting application that adds to the LoRa devices the capability to send
and receive short text messages from other nodes reachable (only) at LoRa radio
level; in addition it allows to have a list od recheable nodes at LoRa level; so it is
intended for “completely off-grid” operation and do no require or impact the
internet connectivity. The messaging strategy implemented by this application al-
low any node to operate as a relay for messages directed to other nodes and allow an
“acknoledgment” operation to explicitely confirm a message reception toward the
original message sender; both broadcast and directional messages are supported. For
further details it is possible to check the Nicholas pages over the web. This applica-
tion can operate in parallel with the APRS application and puts a light load on the
actual radio channel; it can be enabled/disabled via the Operation Page of the device
GUI. In order to use the LM Application a new GUI page has been created that just
allow to read last received messages, write any new message and provide reachable (
at LoRa level) active nodes list.

18) A new GUI page has been created for configuration of the Syslog server and the
MQTT server previously hard coded in the SW.

19) Simplification of first SW installation method: now also the initial load module is a
single file to be loaded to address 0x0000 of the flash, while up to vr. 4.x there was 5
different load modules to be loaded at different addressess . The single file also in-
cludes the LittleFS required for the TTGO HW devices. This makes very easy the
setup of the flashing tool required for the first SW installation on a new device.

LoRa Beacon Installation and User Manual Vr. 5.1 -08/11/2023


https://hackaday.io/project/166225-loramessenger
https://hackaday.io/project/166225-loramessenger

20) Local display layout has been sligthly changed in order to allow also with OLED
display to have exactly the same content of the bigger color display. A new screen
has been introduced containing the main device operation parameters like device
name, [P address, GPS fix, date/time, etc. This screen is displayed after a two short
pushes of the front button.

21) The buzzer , if installed on the DM PCB, can now be enabled/disabled via GUI.

22) A new section has been added in this user manual to describe the typical device
setup suggested for integration of the new Dual-Mode devices in an old legacy LoRa
network, to gain the benefit of the new mode also for devices not using the Sarimesh
SW.

23) Old Sarimesh Devices was requiring some jumper setting to support different LoRa
daughter boards due to different power supply required by the modules; new
Sarimesh HW Devices are now completely jumper-less and the power supply is au-
tomatically adapted without any additional setting required on the HW. The daugh-
terboard pinout has been extended to support the automatic power supply adaptation,
but will maintain backward compatibility with the old format.

24) Old Sarimesh HW devices are still supported, while two new PCB are now avail-
able in order to have a smaller tracker including a LiPo battery and a dual radio PCB
to support also the Ethernet interface and ambient sensors.

25) New PCB will now use extensively SMD components, so not easy to be soldered: to
facilitate the DIY of these new PCB we will make available already semi-mounted
PCB with the small SMD parts already mounted so that the device assembly can be
easyly completed by only soldering Pin-In-Hole components without any special
tool or experties beeing required. We are also evaluating an additional option of
making available a full kit with all the required components in order to simplify the
components procurement at a convenient price.
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6 SARIMESH HW PCB variants available

Currently there are four HW variants of the LoRa Beacon PCBs: the four variants differ only
in the type of physical/functional plug-in modules supported and in the physical dimensions, but the
basic SW functions are maintained in all the cases.

Following paragraphs will first document the two original (year 2020) HW devices, that will
still be supported with the new SW vr. 5.x , and after that the new (year 2023) HW devices that will
introduce new features and form factors .

Figure 1 summarize the different versions functional capabilities and major features.

Feature

Device image

HW Modularity
Processor Module
Display
Dual Display
RealTime Clock RTC
FRAM
GPs
External GPS Antenna
LoRa Modules
LoRa Dual-Radio
External LoRa antenna
Ethernet Interface
Buzzer
BMEGE0/B M PSE0 Sensors
SPS30 Sensor
redigreen leds
Front Panel Button
LiPo Battery
Power supply
Mounting Technology

2020 iGate

YES
ESP32 Dev WROOM-32D 38pins.
OLED 0,95/ TFT Color 1,14”
YES
YES
YES
Neo6 /Neo7 / NeoB
Optional
SHA2Tx ) SX128x
NO
SMA
YES( no SW support)
YES
YES
NO
YES
YES
NO
127/DC

Pin-in-hole

2020 mini Tracker

YES
ESP 32 Dev WROOM-32D 38pins
OLED 0,96"/ TFT Color 1,14
optional
NO
YES
Neo&/ Neo7 /Neod
Opticnal
SHAZTx/ SK126x
NO
SMA
NO
YES
YES
NO
YES
YES
NO
5 USB-A

Pin-n-hole

2023 iGate DM

YES
ESP32 Dev WROOM-32D 38pins
OLED 0,867/ TFT Color 1,14"
YES
YES
YES
ATGM338H

Optional

SH126x
YES
SMA
YES
YES
YES
NO
YES
YES
NO

12/DC
SMD

Figure 1 - Sarimesh LoRa PCB versions

2023 compact Tracker

NO
ESP32 TTGO -T-Display
TFT Color 1,147
NO
NO
YES
ATGM338H
Opticnal
SX1268
NO
SMA
NO
NO
NO
YES
YES (virtualy
YES
YES
5/ USB-C
SMD
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6.1 LoRa_Beacon_2020_vr4_1 version (alias mini-Tracker)

The following 0 represent the wiring diagram and the Tracker PCB, which is characterized by being
very small in size and intended for mobile use .

Figure 2 : LoRa_Beacon_2020_vr4.1_pcs6 version schematic diagram

This PCB (0) is designed to be powered via a USB Type “A” cable (therefore at 5V) using
common sources such as a mobile phone power supply, a car USB socket or any power bank de-
signed to power a classic mobile phone.

Figure 3 : LoRa_beacon_2020_Vr_4.1 pcs6 layout

It can operate as either an APRS Tracker or as an iGate; due to the dimension anyway this PCB
is more suitable for mobile application.

The PCB keep the complete interchangeability of the common modules like GPS and LoRa
with the other Sarimesh HW devices.
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1 Al - SPI_Display ST7789 Breakout : APRS_Mini Tracker:5FI_Display ST7783_breakout

2 A3 - 128x64 OLED Display Breakout : AFRS Mini Tracker:128x&4 OLED Vert Display breakout
3 BZ1 - K¥-012-R : RFRS Mini Tracker:KY-012-R_breakout

4 Cl - 100nF : Capacitors THT:C Disc D5.1mm W3.2mm F5.00mm

5 c2 - ImicroF : Capacitors THT:CP Radial D5.0mm P2.50mm

[ Cé - 100nF : Capacitors THT:C Disc D5.1lmm W3.2mm F5.00mm

7 C7 - 100nF : Capacitors THT:C Disc D5.1lmm W3.2mm F5.00mm

8 C& - 100nF : Capacitors THT:C Disc D5.1lmm W3.2mm F5.00mm

9 Cl5 - 100nF : Capacitors_THT:C_Disc D5.1lmm W3.2mm P5.00mm

10 Dl - G_IED : RPR5 Mini Tracker:LED D5.0mm Horizontal 03.81mm Z5.0mm

11 D2 - B_IED : RPR5 Mini Tracker:LED D5.0mm Horizontal 03.81mm Z5.0mm

12 D4 - 1N5819 : Diodes THI:D DO-41 50DE1 P7.62mm Horizontal

13 Jl - USB A : USE A:USB_A Vertical

14 J2 - 3V3_AUX : RPRS Mini Tracker:Pin Header Straight 1x01_ PitchZ.54mm local
15 J3 - 3V3_sux sel : Fin Headers:Pin Header Straight 1x03_Fitch2.54mm

16 J4 - B5_GND : AFRS Mini_Tracker:Pin Header Straight 1x0l1 PitchZ2.54mm local
17 J5 - LoRa_E5_sel : Fin Headers:Pin Header Straight lx03_Fitch2.54mm

13 Ja - 3.3V : RFR3 Mini Tracker:Pin Header Straight_lx01_ Pitch2.534mm local
13 J10 - GP5_PPE3 : RFR5S Mini Tracker:Pin Header Straight 1x0l1 PitchZ.54mm local
20 Jiz - 5V_P5 : RPR3 Mini Tracker:Pin Header 3traight_lx01_ PitchZ.54mm local
21 QL - 2N2222 : TO S50T_Packages_THT:T0-92_Inline Narrow Owal

22 Rl - 510 : Besistors_THT:R_Axial DIN0Z207_L&.3mm D2.5mm F7.62mm Horizontal
23 RZ - 510 : Resistors_THI:R_Axial DINOZ207_L&.3mm D2.5mm F7.6Zmm Horizontal
24 R3 - 1.5K : Resistors_THT:R Axial DINOZ07_Lé.3mm DZ.5mm F7.&Zmm Horizontal
25 R4 - 1.5K : Resistors_THT:R Axial DINOZ07_Lé.3mm DZ.5mm F7.&Zmm Horizontal
26 Ra - 10K : Resistors THI:R Axial DINO207_L&.3mm D2.5mm F7.62mm Horizontal
27 RE - 100 : Resistors THI:R Axial DINO207_L&.3mm D2.5mm F7.6Zmm Horizontal
23 Wl - 5W_Push : AFR5 Mini Tracker:Button Angled

29 U1 - REQ _GF5 Breakout wrb : AFRS Mini Tracker:NEO GPS Breakout vr7

30 U2 - E22-400M305_S5M Breakout MiKroBus : AFRS Mini Tracker:E22-M400305_35M3_ MiKroBua_ Breakout STACEED
31 T3 - 517021 : RFRS Mini Tracker:5I-7021 breakout

32 T4 - BMEZE50_3w3 : AFR5 Mini Tracker:BME-280 breakout

33 U5 - E5P32-DEVKITC-32D : APRS Mini Tracker:MODULE ESP32-DEVKITC-32D STACKED

34 ua - 5GP30 : RPR5_Mini Tracker:5GP30_breakout

35 ug - FM24W256 : Housings_SOIC:50IC-8_3.9x4.%mm Pitchl.27mm

36 U9 - MCP1700-3302E_T092 : TO_50T_Packages_THI:T0-92_Inline Narrow Oval

Figure 4 : LoRa_Beacon_2020_vr_4.1 pcs6 part list

The part list is reported here in 0:

The 0 provides a more readable view of the placement of the various components on the PCB.
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Figure 5 : LoRa Beacon Vr. 4.1-pcs6 : main components positioning



The following 0 provides a detail of the assembly of the single SMD chip present on the circuit; pin
1 corresponds to a small hole on the plastic body of the U8 device.

i 2an N 7 ava

Ficgure 6: LoRa Beacon Vr. 4.1 pcs6 : US SMD FRAM assemblv detail

The following 0 shows a view of the component side of the Tracker PCB.
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Figure 7:LoRa_Beacon Vr 4.1 _pcs6 top side photo of the printed circuit board

0 shows a tracker completely assembled in one of its configuration
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Figure 8: tracker completely assembled

0 is a side by side comparison of the mini Tracker and the TTGO-T-Beam device.

Figure 9 : Sarimesh HW compared to T-Beam
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6.2 LoRa_Beacon_2020_vr3_pcs4 version (aka iGate)

The following figures represents the wiring diagram and the PCB of the iGate, which is charac-
terized by being larger than the mini Tracker version and by having the provision for additional
plug-in modules which allow more advanced experimentation compared to the mini Tracker.

Being this version designed to be used in a fixed site, a 12V power supply is foreseen.

Unlike the tracker application, the iGate has the possibility of connecting to the internet both in
WiFi mode and via a LAN interface, if a dedicated plug-in module is installed. Moreover, it can
hold an RTC (Real Time Clock) module for keeping local time even in the absence of a connection

to a GPS device or the presence of internet connectivity.

It can operate as either an APRS Tracker or as an iGate; due to the dimension anyway this PCB

is more suitable for fixed application.
The PCB keep the complete interchangeability of the common modules like GPS and LoRa

with the other Sarimesh HW devices.

In the electrical diagram (0), the similarities are obviously very high even if the numbering and
naming of the various components are different.
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Figure 10 : LoRa_Beacon_2020_vr3_pcs4 : wiring diagram

Details of this version follow. 0 is the PCB layout.
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Figure 11: LoRa_Beacon_2020_vr3_pcs4 : Carrier PCB layout

Here below, the part list (0) of the iGate version is reported :
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42
43
44
45
48
47
4
49
50
51

53

Rl

A3
L4
4]
BZ1

~
P

"

e
Lo

C15
D1
D2
D3
D4
Jl
J2
J3
Jé
J5
J6
J7

7
J10
i1
J12
13
P51
ol
Rl
R2
B3
R4
RS
Ré

3wl
ul
Uz
u3
U4
us
UG
o7

s
Ul
K1

- 5PI_Display 517789 Breakout : APRS Mini Tracker:5PI Display ST7789 breakout

- RIC D53231 Simple Breakout : AFRS Mini Tracker:RIC D33231 breakout simpl

- 128x64 OLED Display Breakout : AFRS Mini Tracker:128x64 OLED Vert Display breakout
= R5232_Adapter : RFRS Mini Tracker:R3232 adapter

- USB USART small : APRS Mini Tracker:USB USART small

- KY-012-R : APRS Mini Tracker:KY-012-R breakout

* 100nF : Capacitors_THI:C Disc D5.1lmm W3.Zmm P5.00mm

5 lmicroF : Capacitors THI:CE Radial DS.0mm F2.50mm

m 100nF : Capacitora THI:C Disc D5.lmm W3.Z2mm P5.00mm

= 100nF : Capacitors THI:C Disc D5.1lmm W3.Z2Zmm P5.00mm

= 100nF : Capacitors_THI:C Disc D5.lmm W3.Zmm P5.00mm

= 100nF : Capacitors_IHT:C Disc D5.lmm W3.Zmm P5.00mm

e 100nF : Capacitors THI:C Diac D5.lmm W3.Z2mm P5.00mm

- 100nF : Capacitors_THT:C Disc D5.1lmm W3.Z2mm P5.00mm

T 100nF : Capacitors_THI:C Disc D5.lmm W3.Zmm P5.00mm

5 G_LED : AFRS Mini Tracker:LED D5.0mm Horizontal 03.8lmm Z5.0mm

- R LED : APR3 Mini Tracker:LED D5.0mm Horizontal 03.81lmm Z5.0mm

= 1N5819 : Diodes THT:D DO-41_30D81_P2.54mm Vertical Kathodelp

= 1N5819 : Diodes THI:D DO-41 50D81_P2.54mm Vertical Kathodelp

ny PWRS 12V : Connectors:JACK ALIM

= 3V3 AUX : BPR5S Mini Tracker:Pin Header Straight 1x01 Pitch2.54mm local

- 3V3 aux sel : Pin Headers:Pin Header Straight 1x03_Pitch2.S54mm

b USE A : USB A:USE A Vertical

e LoRa PS5 sel : Pin Headers:Pin Header Straight 1x03 PitchZ.54mm

= 3.3V : APRS Mini Tracker:Pin Header Straight 1x01_Pitch2.54mm local

— CON : Pin Headers:Pin Header Straight 1x03 PitchZ.54mm

= UART] : Pin Headers:Pin Header Straight 1x03 Pitchd.54mm

N RTC PPS : APRS Mini Tracker:Pin Header Straight 1x01 PitchZ.54mm local

= GP5_PPS : APRS Mini Tracker:Pin Header Straight 1x01 Pitch2.54mm local

- C_SER : Pin Headers:Pin Header Straight 1x03 FitchZ.54mm

- 5V _P3 : APRS Mini Tracker:Pin Header Straight 1x01 Pitchl.S54mm local

& GHD : AFRS Mini Tracker:Pin Header Straight 1x01 Pitch2.54mm local

- DCDC_STPD 3_3 Breakout : APRS Mini Tracker:DCDC STPD 3 3 TOP Breakout

f 2N2222 i TO_S0T Packages THT:T0-92_Inline Narrow Oval

= 510 : Resistora THT:R Axial DINC207 L6.3mm D2.5mm P7.62mm Horizontal
o 510 : Resistors THT:R_Axial DIN0207 L6.3mm D2.5mm FP7.62mm Horizontal
5 1.5K : Resistors THI:R Axial DINOZ207 L&.3mm D2.5mm F7.62mm Horizontal
- 1.5K : Reaistora THT:R Axial DINCZ07 L6.3mm D2.5mm P7.62mm Horizontal
T 2.4K : Resistors THT:R Axial DIN0207 L6.3mm D2.5mm P7.62mrm Horizontal
= 10K : Resistors THI:R Axial DINO207 Lé.3mm D2.5mm P7.62mm Horizontal
2 100 : Resistors THI:R Axial DINO207 L6.3mm D2.5mm P7.62mm Horizontal
f 5W_Push : AFRS Mini Tracker:Button Angled

- HEO_GP3_Breakout_wr5 : AFRS Mini Tracker:NEO GES_Breakout vrS

- E22-400M3035_5M Breakout MiKroBus : AFRS Mini Tracker:E22-M400305_SM3_MiKroBus Breakout
= 517021 : RPRS Mini Tracker:5I-7021_breakout

- BMEZ280 3v3 : APRS Mini Tracker:BME-280 breakout

- E5P32-DEVKITC-32D : APRS Mini_Tracker:MODULE ESP32-DEVKITC-32D

- W5500_Breakout : AFRS Mini Tracker:W5500 Breakout

o PCF8574 : APRS Mini Tracker:PCEF8574 DIP

= FM24W256 : Housings S0IC:S50IC-8_3.9x4.9mm Pitchl.2Tmm

- MCP1700-3302E_I092 : TO S0T_Packages_THI:T0-32_Inline Narrow Oval

= 5GP30 : APRS Mini Tracker:5GP30_breakout

i OPI-ZERO-LTS : APRS Mini Tracker:Controller Vrl

TR T T TN T T

Figure 12: LoRa_Beacon_2020_vr3 pcs4 : part list
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Here below (0), there is a view of the placement of the components:
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Figure 14: LoRa_Beacon_2020_vr3_pcs4 : main components placement

Here below (0), the assembly details of the single SMD U8 component are reported.

Figure 13: LoRa_Beacon_2020 _vr3 pcs4 : US SMD FRAM positioning detail
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The following 0 is a photo of the component side of the PCB of this version
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Figure 15: LoRa_Beacon_Vr 3 pcs 4 : PCB top side view

0 shows an iGate completely assembled in one of the possible configuration.
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Figure 16 : iGate completely assembled

6.3 Carrier for LoRa radio modules ( LoRa carrier )

Unfortunately, the LoRa radio modules available on the market have a considerable diversity
of pin layout and physical format, not always compatible with a 2.54mm pin pitch that characterizes
the majority of the other modules required for our implementation.

For these reasons, we designed a PCB with the aim to adapt the pinout of the various LoRa
modules on the market to the standard 2.54mm receptacles present on the main carrier.

We have developed different carriers, but in this paragraph is reported the more useful, at least
initially.

The following 0 represent the wiring diagram and the PCB of this LoRa carrier version:

As can be seen, the PCB has many different fingerprints:
- Ebyte E22-400M30S and similar
- Ebyte E22-400M22S and similar
- RFMO98 and similar
- DRFI1278F and similar

Obviously, only one of the fingerprints will be used at a time; to mount different LoRa chips, dif-
ferent samples of carrier + LoRa chips will therefore be built.
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Figure 17 : LoRa carrier wiring diagram

The 0 and 0 below, a photo of the top side of the PCB is reported.
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Figure 18 : LoRa carrier PCB layout

Figure 19: LoRa_Carrier PCB top

One of the most popular LoRa module is the E22-400M30S, which already has a pin spacing of
2.54 mm even if with an SMD mounting layout.

Also in this case, the carrier will allow the radio module to be mounted in an optimal way. The
following figures illustrate how this module is mounted.
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Figure 20: LoRa module mounted on LoRa carrier PCB — viewl

Figure 21: LoRa module mounted on LoRa carrier PCB — view2
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Figure 22: LoRa module mounted on LoRa carrier PCB - bottom view

6.4 Assembly notes related to both version 2020 PCB main board versions.

On both main board PCB year 2020 versions there are some provisions for optional plug-in
modules.

The first is for the display modules: both versions have the footprints and connections compati-
ble for both color and monochrome display, which can be used alternatively or even simultaneously
through an appropriate customization of the SW; in the standard version of the SW, a color TFT
module with SPI interface and an OLED module with 12C interface are simultaneously supported,
however showing the same type of content.

A further note always concerns the color display module which, depending on the version pur-
chased, may or may not have the pins already soldered on the relative PCB: for an optimal assem-
bly it is necessary to use pins with a 90° bend; if straight pins are already soldered on the module, it
is necessary to remove them and replace them with pins bent at 90°; to simplify the work of desol-
dering the original pins, it is better to cut the plastic support that binds the original pins with a pair
of nippers before starting the desoldering process.

All the modules can be plugged on the Carrier/Mother Board using a row of standard 2.54mm
pitch connectors.

This allows in the future to be able to easily replace or interchange the modules without com-
plicated desoldering operations which would inevitably ruin the circuits.

For both PCB versions the sensor modules are optional and not supported in the base SW up
to vr. 4.x; they are now supported with SW vr. 5.x.

The GPS module is mandatory for the tracker version while it is optional for the iGate version.

The RTC module for the iGate version is supported by SW but is still optional.
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The GPS module has been provided on both carrier PCBs with a footprint that can be adapted
to different types of modules available on the usual internet purchase portals; for further details on
compatible modules, contact the writer by e-mail

Note: the GPS module must have PPS OUT pin.

The iGate version has two power options: 5V connection through a USB cable or via a 12V
connection received from a jack connector; the default version uses the 12V power supply and
therefore requires the PS1 DC/DC module and its power connector.

As a general note, it is recommended to test the circuit by gradually connecting the various
modules, starting with the ESP32 processor and continuing with the display, the GPS and finally
the LoRa module.

In order to possibly allow trobleshouting actions, simple "test segments" are available, i.e.
small programs which, when suitably loaded, via the Arduino SW development environment or, in
version 4.x, PlatformIO on the ESP32 processor can allow you to test the various functional blocks
individually or in small groups.

A Troubleshooting guide is also available as appendix of this document.

Finally, there are some configuration that can be made using appropriate jumpers with
2.54mm format which are documented below:

6.4.1 Mini-tracker PCB version: jumpers and their meaning

- J3:3V3 aux_sel default connect pins 1-2
- J5: LoRa PS sel use position 1-2 for LoRa module E22-400M30S operating at 5V; posi-
tion 2-3 for LoRa modules working at 3.3V

6.4.2 iGate PCB version: jumpers and their meaning

- J3:3V3 aux_ sel default connect pins 1-2

- J5: LoRa PS sel use position 1-2 for LoRa module E22-400M30S operating at 5V; posi-
tion 2-3 for LoRa modules working at 3.3V

- J7: for future expansions, no jumpers to connect

- J8: for future expansions, no jumpers to connect

- J11: for future expansions, no jumper to connect

6.5 Plastic Enclosure for Mini Tracker 2020 version

3D case projects are available on Github repository for both Tracker and Igate.
They are a “baseline” and the user can easily customize the projects following his needs, or can
adapt commercial boxes.

The source files can be opened by OpenScad, a freeware software freely downloadable from
the internet: https://openscad.org/
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Here below, a picture (0) of tracker case viewed in OpenScad environment, only for example.
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Figure 23: Tracker Case viewed in OpenSCAD

Note: the dimensions of the case are parametric, so that the case can be easily adapted to other
projects. The correct Height, Length and Width are reported below:

- Length: 51

- Width: 109

- Height: 45

Once the project is closed in OpenScad, it can be viewed in “Ultimaker Cura”, which is a
free, easy-to-use 3D printing software downloadble here: https://ultimaker.com/software/ultimaker-
cura/ . With this Software, it’s possible to do final “slicing” and the generation of the file wich can
be processed by the 3D printer.

Here below, a view of the same case in Ultimaker Cura is shown (0):
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Figure 24: Tracker Case viewed in Ultimaker Cura
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6.6 Plastic Enclosure for iGate 2020 version

The PCB has been designed to fit exactly in a standard plastic case available at the follow-
ing seller ( https://secure.reichelt.com/it/it/kunststoffgehaeuse-serie-rm-100-x-130-x-50-mm-grau-rm201 5m-

p221333.html?&nbe=1
); it is possible to adapt the front/back panel with some tooling beeing the plastics easyly workable.

6.7 LoRa Compact Tracker 2023 vr2 version (alias compact-Tracker)

This new PCB has been designed to be a very compact device to keep in the pocket for open
air applications. It is a non modular device that is based on a standard TTGO T-Display processor
module carried by a custom PCB that includes the specific modules required to implement a
tracker/iGate device able to support the full set of Sarimesh SW Vr. 5.x functions in a very mini-
mal weigth and space.

The main processor includes all the necessary ESP32 processor features and an 1.14” color
display, plus the necessary circuits for LiPo battery namagement and charging.

The PCB carries a LoRa SX1268 second generation radio , a fully featured GPS , a FRAM
and a LiPo battery with power switch .

The PCB is implement with SMD tecnology and is able to mount an external antenna via an
SMA connector; a GPS antenna is internally conneted and, just in case, a suitable connector can be
equipped in order to connect an external GPS antenna.

In the following 0 the schematics and the PCB images (0) are presented as well as the device
BOM.

The design is completely jumper-less and includes a power switch to shutdown the device if
required ; to recharge the internal LiPo battery a standard USB-C connector is provided; this single
connector can also be used for initial SW loading and for monitoring and debug operations via a se-
rial-over-usb connection to a PC.
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Figure 26: compact tracker PCB layout
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The next image 0 is a sample ; the LiPo Battery is on the back side of the PCB and can be of differ-
ent capacity; the suggested capacity is 1400 mAh.
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Figure 27: compact Tracker 2023 image

Following image 0 is the BOM of the device; please consider that we will make available a PCB al-
ready semi-assembled with all the SMD components; so only few components should be procured
in order to complete the PCB assembly and no difficult SMD soldering in required ( min. pin dis-
tance 2.0 mm).

1 c1 100nF : Capacitor SMD:C 1286 3216Metric Padl.33x1.88mm HandSolder
2 c2 l1eenF : Capacitor SMD:C 1206 3216Metric Padl.33x1.80mm HandSolder
3 €15 100nF : Capacitor SMD:C_1206 3216Metric_Padl.33x1.86mm_HandSolder
4 D1 LED : LED THT:LED D3.Gmm

5 J1 Conn_Coaxial : Connector Coaxial:SMA Amphenol 132291-12 Vertical

6 ]2 3V3_AUX : Connector PinHeader 2.54mm:PinHeader 1x01 P2.54mm Vertical
7 13 Conn_01x83 : Connector JST:JST EH B3B-EH-A 1x03 P2.50mm Vertical

8 J4 PS GND : Connector PinHeader 2.54mm:PinHeader 1x01 P2.54mm Vertical
9 15 Conn_01x82 : Connector PinHeader 2.54mm:PinHeader 1x82 P2.54mm Vertical
10 16 Conn_01x82 : Connector PinHeader 2.54mm:PinHeader 1x02 P2.54mm Vertical
11 J12 5V _PS : Connector PinHeader 2.54mm:PinHeader 1x01 P2.54mm Vertical
12 R1 1.5K : Resistor SMD:R 1286 3216Metric Padl.38x1.75mm HandSolder
13 R2 1.5K : Resistor SMD:R 1286 3216Metric Padl.30x1.75mm HandSolder
14 R3 1.5K : Resistor SMD:R_1206 3216Metric Padl.3@x1.75mm_Handsolder
15 R4 1.5K : Resistor SMD:R 1206 3216Metric Padl.30x1.75mm HandSolder
16 R5 1.5K : Resistor SMD:R 1286 3216Metric Padl.30x1.75mm HandSolder
17 Swl SW_DIP x81 : Sarimesh:3 pin slide sw

18 Ul - MCP170@8T-3302E/TT : Package TO SOT SMD:SOT-23

19 VK] GPS 336 : APRS MiniTracker:GPS 336 new
20 U4 - ESP32-TTGO-T-Display : APRS MiniTracker:ESP32 TTGO T Display
21 us RA-815 : APRS MiniTracker:RA-81S-breakout
22 us FM24W256 : Package 50:50IC-8 3.9x4.9mm P1.27mm

Figure 28: compact Tracker 2023 Bill of Material
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6.8 LoRa Dual Mode Tracker 2023 vr2 version (alias LoRa_DM)

This new PCB has been designed to be physically compatible with the year 2020 iGate-
LoRa PCB; it is designed to use SMD components to make more space available for the new com-
ponents required to implement the dual-radio architecture.

It is a modular device that is based on a standard ESP32 38 pin processor module and in-
cludes the specific modules required to implement a tracker/iGate device able to support the full
set of Sarimesh SW Vr. 5.x functions; it includes support for 3 ambient sensors and a buzzer; it is
arranged to support two displays ( one OLED B/W 0.96” and a Color TFT 1.14”).

The PCB has two main equipment variant:

- Color TFT display + GPS

- OLED BW Display + Ethernet interface

The two variants will need two different SW load images but will just differ for the different
HW equipment supported.

The PCB can support two LoRa modules via suitable carrier boards; the LoRa modules must
be mandatory second generation LoRa devices. Modules up to 2 watt output power can be sup-
ported. Typical equipment could be a 1 watt module for the primary radio and a 100 mwatt module
for the secondary radio (only used as receiver).

The supported GPS is a last generation device compatible with all the GPS systems nowdays
operational.

The PCB will expose two SMA antenna connectors to be connected either to two different
antennas or to a single antenna via a power combiner/splitter.

The PCB is designed to fit in a standard plastic enclosure (https:/secure.reichelt.com/it/it/kunst-
221333.html?&nbe=1) ; the enclosure can also con-

tain the requlred power combiner just in case.

The design is completely jumper-less and there is no need for any change while using differ-
ent LoRa module due to the LoRa carrier new design that performs suitable power supply adapta-
tion.

The power supply is 12V via a standard power connector.

In the following 0 the schematics and the PCB 0 are presented as well as the device BOM 0 .

LoRa Beacon Installation Manual 34/100 Vr. 5.1-20231105


https://secure.reichelt.com/it/it/kunststoffgehaeuse-serie-rm-100-x-130-x-50-mm-grau-rm2015m-p221333.html?&nbc=1
https://secure.reichelt.com/it/it/kunststoffgehaeuse-serie-rm-100-x-130-x-50-mm-grau-rm2015m-p221333.html?&nbc=1

T T T T

x T T

Figure 30: LoRa_Beacon_2023_DM Schematics
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Figure 29: LoRa_Beacon_2023 DM PCB Layout
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Figure 31: LoRa_Beacon_2023_DM Bill of Materials

Please consider that we will make available a PCB already semi-assembled with all the SMD com-
ponents; so only few components should be procured in order to complete the PCB assembly and
no difficult SMD soldering in required ( min. pin distance 2.0 mm).
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Figure 32: LoRa Beacon 2023 DM Ethernet Interface + OLED Display
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6.9 Carrier for LoRa radio modules year 2023 ( LoRa carrier 2023)

A new carrier board gas been designed to allow to near-automatically adapts different LoRa
modules to the main PCB. This imply a small pinout extension with respect to the year 2020 ver-
sion and is backward compatible with 2020 LoRa carriers.

Following is additional infos regarding this new PCB:
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7 Initial SW installation

The microntroller used in the LoRa Beacon project is the ESP32. It is a device with a very high
integration scale uC with a significant amount of functions that are not described here for the sake
of brevity; on the internet you can find a lot of documentation about it.

The processor can be purchased in the form of modules with standard 2.54mm pinout which
contain, beyond the microcontroller, a series of other components including a flash memory which
will be loaded with the SW program, a RAM memory to be used as working memory and a USB in-
terface used for debug, direct monitoring and initial SW loading.

The following 0 shows the processor module and its physical interfaces. It is worth noting that
there are several variants of this module on the market that differ in the number of pins and in the
processor chip used; nearly all of our projects require to use the 38-pin module version with on-
board (printed) WiFi antenna, as clearly shown in the following figures.
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Figure 37: ESP32 processor module with related interfaces

At the time of purchase, the processor comes already equipped with a boot loader that allows
the loading of the user SW via USB Interface and a PC equipped with a host GUI.

There are several possible development environments; the one used initially during the early
stages of LoRa Beacon project was based on the SW Arduino IDE platform; from the SW 4.x ver-
sion the reference development environment has been migrated to the PlatformIO platform which is
extremely more performing and user-friendly as setup and management; familiarization with this
new platform involves a certain "learning curve" for users accustomed to Ardino which, however,
will prove to be quite short and will significantly simplify the work for subsequent developments.
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Only the first SW loading method is reported in this document: the big advantage of this
method is that it allows you to load the SW onto the HW target without necessarily having to set

up any SW development environment (eg. Arduino or PlatformlO) and without the need for any
SW programming experience.

Obviously the second mode, based on the use of a PlatformIO development platform, is essen-
tial if you want to make changes to the SW or set particular options that cannot yet be managed di-
rectly via the device's graphic GUI interface.

7.1 First SW loading

The SW loading on the ESP32 processor requires a PC equipped with a Windows or Linux op-
erating system and the proper host SW.

It is required to make the connection between the PC and the processor using a USB cable
headed with appropriate connectors.

Upon connection via the USB cable, the processor will be powered via the cable itself and usu-
ally this operation will force Windows to automatically install the required serial port drivers.

To discover the identity of the serial port associated to the ESP32 module, simply explore the
list of PC devices (via the control panel); on the Linux platform, recognition of the new interface is
usually automatic.

In this phase the ESP32 module can be programmed even if it is not connected to the cir-
cuit on which it is to be used.

To download the programming tool from the internet, you can use the following URL:
https://www.espressif.com/en/support/download/other-tools

The following Figure 38 shows the download page of the tool and indicates the version to
download.
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Figure 38: Download page of the ESP32 programming tool

On the site http://iot-bits.com/esp32/esp32-flash-download-tool-tutorial/ it is also possible to find a small
tutorial for using the tool; in this paragraph we will describe only the tool under a Windows envi-

ronment. At the end a Linux installation tool will be also presented.

Once the Flash Download Tool has been downloaded on the PC, expand the relative archive
and launch the “flash download tool 3.8.8.exe” file; then select from the small panel that appears
"DOWNLOAD TOOL MODE" the values "chip_Type = ESP32" and "WorkMode=develop" ; a
small panel will appear to be set as in the following figure:

WPROJECTSWFLASH_TOOL

m| »

5 | DOWNLOAD TOOL MODE =n =R

ChipType WarkMade l

[espaz v|  [deveiop |

Figure 39: Download Tool first screen

Going on a new screen will appear that requires few field to be selected or populated as in the
next fig. 40
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Figure 40: SW Download tool on ESP32 processor setup

The serial port associated to the ESP32 interface (visible in Windows Control Panel) must be in-
serted in the COM window; for the other parameters, set them as in the figure. Set the BAUD value
to 921600 ; if that doesn't work, try 115200.

The line in green is the one pointing to the first installation image to be loaded; it replaces the 5
modules that was required in SW ver. till 4.x to be loaded to various different address; with Vr. 5.x
these 5 modules are already compacted in a single load module to be loaded always at address
0x000000 , thus simplyfing the setup process.

Just for information, the SW modules which compose the complete image are listed here below:
®  Processor startup boot_app

Boot loader for loading the operating SW

Application SW image

Flash partition_table

LittleFS partition

Make sure that no other related window is open at this stage, e.g. the IDE or other applica-
tion that uses the same serial port.

By pressing the START key, the tool will load the indicated SW image onto the processor: in the
command window of the tool, it is possible to follow the progress of the SW loading; if you do not
notice the start of the green line on the lower edge of the main window, check the entered values
and if necessary try to modify the BAUD value.

Once the SW image is uploaded mount the processor module on the main PCB and after few sec-
onds check the display for signs of life :).

A number of welcome and advice screens will be displayed on the device display till a last
screen that declares that the LoRa modules was successfully initialized; then a “Waiting for LoRa
spots” screen will appear... this means that the device has been successfully setup and is running
with the “Factory Defaults” configuration.

This configuration needs to be personalized with the actual user informations like will be dis-
played in the further chapters of this manual.

A detailed setup hands-on article is available at the following URL  http:/www.sar-
imesh.net/2023/10/31/sperimentazione-lora-familiarizziamo-con-la-nuova-release-sw-5-x/ with reference to the in-
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stallation over a TTGO T-Beam HW device; similar procedure is applicable also to the Sarimesh
HW devices.

Following figures represent a typical first startup sequence of screens (fig. 41):

(@ SdHevorzxsel b1t @

Weicome to
Esp32 LoRa Beacon

Sarimesh Core
by SARIMESH vr.5.1.0

Sarimesh Core  |M% Booting....
orS5.1.8
Booting....

sd(gov)ovexssl b1l g

LA cks o
LoRa init . | DEFAULT CONFIG
S completed F]gure WERNING 111 ) IP=192.1685.1
LoRa init
conpleted NET=ON ———GpZ=35 41: | I vy e
BEIE : | mes-
M sages i

displayed during first boot after installation

Device default data can be seen by double short pushing the front panel button; following will
appear (Fig. 42):

o A —
(@ sd(esvovoxsel iy ®

Node Name: NOCALL-1
Node Number: 1
IP: 192,168.5.1

GPS: 0000.005/00000.
UTC:10/1/2000 22:29:4

Figure 42: initial default device status display

After the default configuration is loaded, a new WiFi network called “ESP32-<mac address>”
will appear. An example is reported in Fig. 43

Select this network on the PC (set DHCP enabled ) and ESP32 will automatically assign an IP
address to the PC .

It is also possible to access the device screen via a smart-phone: in this case by joining the de-
vice WiFi network an internet browser screen will popup on the smartphone screen automagically
with the welcome screen already open.

If on PC, open an internet browser ( chrome or firefox derivatives are warmly recommended...)
and go the the device IP address that appears on the local device display.
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Visualizzare le informazioni di base sulla rete e configurare le connessioni

5 = - i Visualizza mappa completa
LV s X GO
LEMOWVO Pid reti Internet
(Questo computer)
Visualizza reti attive Connetti o disconnetti
ESP32-240AC4595AA8 Tipo accessm Messun accesso a Internet
& ; : Connessioni: ] Wireless Metwork Connection 2
Rete aziendale

(ESP32-240AC4595AA8)

Figure 43: example of Tracker SSID displayed in Windows WiFi management panel

By accessing to the Device GUI at http://192.168.5.1 following initial screen will appear (Fig.
44):

4= = ' A Notsecure | http://192.168.5.1

il eBay-Discounts... &¥ Slimjet search E! Book hotels & va... Aliey

Welcome to LoRa Tracker

Name of Device  NotAvailable thd
Device |d ESP32-10521C691A18
SW_Revision 510

CONTINUE

Figure 44: GUI welcome screen

By pushing the “Continue” button the main GUI screen will appear (Fig. 45):

With the SW 4.x version or 5.x, after the first loading on a brand new device, a default configu-
ration is automatically loaded with a series of preset parameters in order to have a device already
able to operate as a tracker. Obviously, for a concrete use it will be necessary to modify this config-
uration by replacing the default parameters with user parameters such as eg. the callsign of the de-
vice, the reference position (latitude/longitude), the Wi-Fi credentials (essential for the iGate type
of operation) and the credentials of http://aprs.fi for forwarding the spots to APRS-IS. For cus-
tomization, refer to the following sections of this document.

If the SW is loaded on a device previously used with the same or a different SW version, the old
configuration of the device contained in the FRAM memory or in the flash for TTGO devices, of
the processor will be maintained: this implies that if the new version of the SW is compatible with
the previous one, the device will not need any adjustments to the configuration itself, while if the
new version of SW is not completely compatible with the previous one, a punctual check and an
adaptation may be necessary or a restoration of the default configuration could be necessary. Com-
patibility between versions will be highlighted in the release notes of the various SW versions that
will follow.
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LoRa Tracker Admin

GENERAL CONFIGURATION

DASHEOARD

METWORK CONFIGURATION

METWORK INFORMATION

NETWORK SERVICES

OPERATION MODE SETTINGS

BOARD INVENTORY
APRS CONFIGURATIOM
LORA CONFIGURATION

SYNCHRONOUS BEACON
CONFIGURATION

10T CONFIGURATION
BMEGAD SENSOR STATUS
SP530 SENS0OR STATUS

LORAMESSANGER GUI

HW SETUP ADJUSTMENT

SAVE/RESTORE
CONFIGURATION

SW UPDATE

Figure 45: GUI main screen

With version 4.x and 5.x , dedicated compati-
bility checks are implemented and possibly indi-
cations are shown on the display to guide the
setup.

Still in SW vr. 4.x and 5.x the restore mode
to the default configuration has been simplified:
now when the device starts up and before any
new message appears on the display there is a
phase in which the two red and green LEDs
will be lighted simultaneously for a few sec-
onds... pressing the small button on the device
in this phase restores the default conditions
and completely remove the old configuration of
the device.

Figure 46 : Led During boot phase

For TTGO like devices missing the double
red/green leds in order to restore factory defaults
it is sufficient to switch off the device and then
switch it on ... pushing the front panel button for
5-10 seconds will restore the factory default con-
figuration blindly.
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7.2 Initial setup of the LoRa_Beacon device (any version)

In its default configuration, the SW is not able to operate properly as it is necessary to insert

B Operation and Debug Functions

Debug Mode

gps_debug:
LoRa _debug:
APRS debug:
LM _debug:
sensors_debug:
RTC debug:
ezTime_debug:
pps_debug:

PE _debug:
WehConfig_debug:
act_flag:

Operation Mode

Admin_Mode:

Sync Beacon_Mode:
iGate_Mode:
TCP_KISS_ Mode:
Serial_KISS Mode:
Tracker_Mode:
standalone:
mqtt_ctrl_enable:
syslog_enable:
loT_enable:
sensors_enable:
wx_rep_enable:
LM_enable:

no_gps:

Maintenance

Load Default_Conf:
Commit Configuration:
Reboot _MNow:

SAVE

Figure 47: GUI "Operation Mode settings' page

L

Qe n

some specific parameters, therefore a "con-
figuration of the installed SW" phase is re-
quired .

To illustrate the configuration, first of
all it’s necessary to introduce the concept of

"operating modes ".

The device can behave in different
ways; these different operating modes are
generally such that it is not possible to switch
from one mode to another without rebooting
the SW.

Some operations such as replacing the
SW will require the freezing of some func-
tions (e.g. the LoRa part and the GPS part).
This is the so called "Admin Mode”.

Clicking on “OPERATION MODE
SETTINGS" button of the main page, the
menu of fig. 47 will appear.

It is the first section to be configured
after the initial loading of the SW.

A first part of the screen allows you to
set a series of debug flags that can be used to
track and fix operating anomalies or to set
specific device equipment conditions. This
section can initially be left in its default con-
dition.

The second part of the screen allows you
to set the operating mode for the device; vari-
ous operating modes are possible which will
be individually illustrated below.

The third part allows you to manually re-
boot the device without removing and recon-
necting the power supply to the device, or
also restore the default configuration for the
device, or “commit” the present device con-
figuration to make it “the permanent configu-
ration”. Something regarding the configura-
tion strategy will be illustrated farther in this
chapter.

The "iGate_Mode" mode prepares the
device to operate as an APRS LoRa iGate
and requires all the parameters present in the
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"APRS CONFIGURATION" and “APRS FEATURES” screens to be checked and populated ap-
propriately ( see following...).

If this item is not selected, the "Tracker APRS" mode is automatically selected, which can
also be customized using the same APRS Configuration screens as for the iGate Mode.

The “BT_KISS_Mode” , “Serial_KISS Mode” ans “TCP_KISS_Mode” modes allow the
device to be operated like a classic KISS TNC for interfacing with SW such as APRX or direwolf.

The “Sync Beacon Mode” is a special mode used for advanced LoRa experiments and will not
be documented at present due to its too experimental status.

The “Standalone” item is intended to completely disable the upstream WiFi or Ethernet net-
work connection; more on this further in this chapter.

The "Syslog Enable" item allows you to enable the automatic transfer of log messages to an
external syslog server via the internet upstream connection if available; this function is intended for
advanced device monitoring and requires a remote “Syslog Server” to be specified in the “NET-
WORK SERVICES” GUI page. This service uses the UDP port 514 for log messages transfer to
the remote Syslog Server indicated. In standalone Operating mode or in case internet uptream con-
nectivity is missing this service will not be operational.

The "IoT_enable" item is used to enable a series of loT-type functions related to the sensors
present on the device and is still to be documented. This service uses the MQTT protocol to interact
with an external “MQTT Broker” in order to upload/download sensors data according to the avail-
able sensors on the device ; the use of this service requires to create a suitable “Application” on the
remote MQTT Server in order to perform the wanted actions. This service is at present a proof of
concept feature to be further documented and actively supported.

The "mqtt_ctrl _enable" item enables the remote control functions of the device via the mqtt
protocol. This function is similar to the IoT functionality but is intended for remote transparent op-
eration of the device via a suitable “MQTT Broker”: the intended use is to be able to perform re-
mote control actions on the device without requiring any setup on the internet gateway to wich the
device is connected for internet access. At present it is still a proof of concept service and needs fur-
ther documentation and development; anyway it is already operational to remotely reboot a device
or acquire its status informations via the dashboard content upload on demand. This service requires
an active internet upstream and is not operation if the internet connectivity for the device is missing.

The “Sensors_enable” item allow to enable the sensor support for the device. The actual sen-
sors equipped on the device need first to be activated at the SW Build definition in order to be us-
able: this is required to limit the flash space occupied by the SW build for a specific device, if no
sensor is supported. If Sensors support is present in the SW build in use, up to 3 different devices
can be supported: they actually will be ready to provide their output data , but these data must be
necessarily consumed by the SW; the actual use of these data can be of 3 types:

1. Sent via APRS to an external portal like aprs.fi, or just emitted at APRS network
level to be displayed by any device able to do it

2. Sent via MQTT to an external MQTT Broker in order to feed any specified cloud ap-
plication

3. to be displayed on a local GUI screen for local access or for access via the upstream
internet connection using a browser interface.

These functions will be further documented in this document in a specific chapter.
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The “wx_rep_enable” item will actually enable the sending of weather conditions data in the
APRS beacons produced by the device; it requires that also the “Sensors enable” be activated. If no
weather data is available for any reason this data is not sent over the APRS.

The “LM_enable” item allow to activate the new “LoRa Messenger” application; this appli-
cation will be documented in a further specific chapter of this document.

The “no_gps” item will completely disable the GPS functionality and allow to operate for ex-
ample a fixed device by simply setting a device position in the APRS GUI page; this allows to save
GPS cost for a tipycal iGate fixed application.

A third section of this GUI page is the “Maintenance” section; this section contains the fol-

lowing options:

1. “Load_Default_Conf” : this item allows to replace the present device configuration with
the Default configuration in order to restore a clean device status just in case it gets corrupted or
after a configuration session not producing the expected operation. The default configuration al-
lows to setup a tracker mode operation with defaults for all the relevant data, so that a working
device would be recovered in any case.

2. “Commit configuration”: this item allows to permanently freeze the present device config-
uration in the on board non volatile memory ( either FRAM or Flash depending on the device
type). More on this subject in a specific further chapter of this document.

3. “Reboot_Now”: just requires to reboot immediately the device via the GUI (possibly re-
mote) operation.

All the selected items of this page will be saved in the “temporary device configuration” upon
the “SAVE” button activation. After the save some of the actual selected features will be immedi-
ately activated, some other will not have any effect up to the next reboot ( if the configuration is
committed before actual reboot).

The “immediate action” features are actually the ones affecting the debug i.e. the ones present
in the first section of this GUI page; the reason of this special operation way is that debug features
generally are required just in case to check specific events or strange situations ... so they must not
be subject to a restart of the device operation status to be used.

A further section to be configured initially is represented by the "GENERAL CONFIGURA-
TION" item of the main GUI screen.
E] General Settings

This page contains some general data

Name of Device ; e :
Node number for messaging regarding the device in use and few items to
Mode name for messaging I8FUC-10 “can be set via APAS Login be filled with users wanted data.

Device |d ESP32-10521C691A18

CPU_Type ESPE Do b Any device will get automatically a

SW_Revision 510 . . . . .
- “Device_id” derived from the WiFi device
AvE MAC Address that is a unique hexadecimal

string fixed at ESP32 chip manufacturing.
Figure 48: GUI "General Confisuration” page So this item makes possible to distinguish
any device from all the others.
The “Name of Device” is a free field that the user can populate for identifying this device char-
acteristics or specificities.

The “Node number for messaging” is a number in a specified range ( default is 1-10) that
need to be set for the LoRa Messenger application to be correctly operational. It must be unique in a
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group of devices that want to communicate each-other. Further infos on this in the specific chapter
for LoRa Messenger application.

The “Node Name for messaging” is an alias of the previous item for mnemonic usage. It is ac-
tually always associated to the OM call sign as specified in the APRS Configuration for the device

1n use.

The “CPU_Type” reports the type of HW device .

The “SW_Revision” is the actual SW release number installed on the device.

B Network Configuration

Upstream WIiFi Network Configuration:
SSID: |MikroTik-Glii |

CONNECTED

Networks:
Found 8 Networks
Name

EasvWeather-

Connection State:

Quality Enc
100%
84%

- 82%

82%
48%

42%
24%

20%

REFRESH

Figure 49 : GUI "Network Configuration" page

Passwaord: [ |
DHCP:

IP: (192 |[.8 |[2 |[e0 |
Netmask: [255 |[255 |[2s5 |[o ]
Gateway: [192 |[1688 |[2 |[1 ]

Dns:[8 |8  [[s |[s |
SAVE

A further section to be set initially is the
"NETWORK CONFIGURATION”. This sec-
tion allows to specify the network addressing for
the device; depending on the HW configuration
the device can have a WiFi interface or an Ether-
net interface available for interacting with the rest
of the world; if the Ethernet interface is in place,
the WiFi interface is explicitely disabled.

In both cases the device can operate in two
different modalities regarding the ‘“upstream
connection” toward internet: “Standalone” or
“Not Standalone”; if in standalone operation the
device will assume a local address ( respectively
192.168.5.1 or 192.168.4.1) and will operate as a
device completely isolated from the internet.

This is a typical situation for a mobile device
while not close to an external accesspoint.
Mainly for the WiFi case this mode of operation
allows to reduce the power consumption of the
device thus extending the battery life while iso-
lated from the external power source.

When in Standalone operation mode the de-
vice can be controlled by directly connecting a
PC or a similar device to the WiFi HotSpot pre-
sented by the device ( if wifi interface is in place)
or via a LAN connection if the ethernet interface
is in place. For the Ethernet interface by design
the device will not operate any DHCP server for
security reasons, so the controlling PC must be
set manually to an IP address in the network IP
192.168.4.xx/24 ( i.e 192.168.4.123 with net-
mask 255.255.255.0 ). For WiFi, thanks to the
private SSID associated with any device a DHCP

Server can be operated on the device , thus the PC or smartphone addressing will be automatically

acquired from the WiFi AP DHCP server.

When using a smarthphone ( IOS or Android) for connecting to the device AP, as soon as the
smartphone gets connected to the device network, automagically a browser windows will popup

presenting the device welcome GUI screen.
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Network Configuration . . .
When in Non Standalone operation for both in-

Upstream Ethernet Network Configuration: terface types the device can be set to a static ad-
DHCP: dress if wanted or to DHCP mode in order to get an
IP:[192 |[18 |2 |[s0 IP addressing automatically from an external

Netmask: [255 |.[255 |[255 |.[0 DHCEP server available on the external network.

|
|
Gateway: [192 |[188 |[2 |1 |
|

Dns:[s  |[s 1}z |[s Fig. 49-50 document the GUI page to set the
cAvE IP addressing for the device in both the interface

type cases.

For the WiFi case the GUI screen will present
in the bottom part a list of discovered 2.4Ghz net-
works available for connection, with an indication
of the signal level; by selecting any entry, the re-
lated field in the upper part of the screen will be filled ; please remember to set a valid password if
required. Then the “SAVE” button will save the selected data in the temporary device configura-
tion.

The list of available networks could be empty... just wait a little bit to get it populated...

The "REFRESH" key is used to reacquire the list of available WiFi networks.

Figure 50 : GUI "Network Configuration' page

To find out the status of the WiFi or ethernet network connection, there isa "NETWORK IN-
FORMATION" pagel: this page will provide the values currently in use by the device for its con-
nection to the local network and to the internet.

B Network Interface (WiFi) Status
Network Interface (Ethernet) Status

WiFi Interface

Type: WiFi Station Ethernet Interface
SSID : MikroTik-66BABF-24 Type: Ethernet 10/100
IP :192.168.2.207 IP:192.168.2.203
Netmask : 255.255.255.0 Netmask : 255.255.255.0
Gateway : 192.168.2.1 Gateway : 192.168.2.1

Dns : 192.168.3.1
Mac : 10:52:1C:69:1A:158

Dns : 192.168.3.1
Mac : 10:52:1C:69:1A:1B

Figure 52: GUI "Network Information" Figure 51 : GUI "Network Information" page

To setup the Standalone or Not Standalone operation mode a mechanism is required in order to
change this attribute also without the possibility to manage the device via a PC o similar tool due to
the fact that device could be in a status not reachable via network connection.

The implemented mechanism make use of the small front panel button: by keeping pressed the
button a number of screens will appear timed on the display presenting a set of possible action: by
releasing the button the presently displayed action will be executed.

This mechanism is made available to activate or disactivate the Standalone mode without any
additional terminal required. Please consider that in order to make the new mode active a reboot
could be required ( will be indicated on the screen just in case).

The device reboot function can be performed either by switching the device off and on again, or
by keeping the key pressed until the wording "Reboot Now" appears on the display.
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To complete the configuration of the device's network parameters, it is necessary to specify a
"Network Time Server" which eventually be used for synchronizing the local time of the device
which will be used for the timestamping of the logs and messages.

For this purpose, there is a "NETWORK SERVICES" page accessible from the main page
shown in 0 ; ths page allows to set a number of services that will use the upstream internet connec-
tion if available for various functions.

B Network Services The first function is to set an “NTP Server”

for device time synchronization via the NTP proto-

col: this service allows , if the internet upstream is

NTP Server: [nipLinim.i | available, to set the local time with a good accuracy

Timezone for any time sensitive service; actually it will be

Daylight saving: used for stamping permanent local log records keept

in the FRAM ( if available on the HW), and for

Syslog Server stamping eventually the LoRa or internet traffic pro-
Host IP address: [85.190.254.180 | duced by the device.

Other services could need an accurate time set-
ting: in particular the “Synchronous Beacon” Ser-
vice will need such time accuracy.

The setting requires to enter a NTP Server ad a

| timezone indication.

Broker Port: [1883 | In any case if also an active GPS is available ,
|
|

Host Port: |514 |

MQTT Server
Broker name: mgit-dashboard.com

UserName: [MQTT_TBD the latter will take precedence as source of time syn-

Password: [MQTT_TBD chronization.

SAVE In addition the NTP (or GPS) will be used to
synchronize the local RTC ( RealTimeClock) chip
(if available on the HW) in order to be able to have
a nearly correct “time of day” also if the an exernal
synch source is not available at all; this is for exam-
ple the case for a remote fixed device without GPS
situated in a place where internet connectivity is not available.

Figure 53: GUI "Network Services' page

Another network service is the “Syslog Server” connection: this service allows to send, if the
uppstream internet connection is available, log messages generated by the device to a remote Sys-
log Server to collect informations for monitoring the installed base of devices or for any other statis-
tics. The service will use UDP messages on port 514 as a default.

Another service available 1s the “MQTT Server” connection: the MQTT protocol is very use-
full for IoT like applications and can also be used for remote operation of devices without requiring
any setup action on the remote internet gateway to wich the monitored device is attached. In our
case the service allows to perform transparently a number of remote actions , if the target device is
upstream connected to internet, like getting Dashboard status, remote rebooting a device etc.

Dashboard Data (iGate Mode - 1Q8S0-10) ~ To find out the internet connec-
tion status of the device and its main

operating characteristics, it 1S possi-
ble to use the "DASHBOARD"
screen on the main page of the GUIL

Device Date/Time: 06/11/2023 07:52:25 UTC
Operation Status: NTP _disciplined
Clock Jitter(msec): 5
Network Connection: UP
APRS-1S Upstream: UP
MQTT Upstream: DOWN
Syslog Upstream: DOWN

This screen, which will be ex-
tensively described in detail next in
this chapter, will show also a number

I GPS Fix: Not_Available Vr. 5.1-20231105
GPS Sats: 0

Figure 54 : GUI "Dashboard" page (part 1)



of informations and statistics regarding the actual operational status of the main basic services and
the time synchronization status for the device.

The first section of this “Dashboard” will report the actual subsystems status for the device; the
“Device (local) Date/Time” can be derived from 3 different synch sources:
1. GPS time if available via a good GPS Fix ( highest precision)
2. NTP via upstream internet connection ( intermedie precision)
3. local RTC in case no better reference is available.

In order to have the RTC synch operational it is essential that there is at least a first pass
trought one of the other synch methods in order to allow the local RTC chip to be automagically
setup with a real time source at least once. Then the RTC time/date is keept in a dedicated RTC-
backup-battery, so that it survives to powering status of the device.

The RTC synch source allows, in addition, to have the device Date/time always available im-
mediately also after the device power-on without any other tyme sync source available or manual
action required.

The “Clock Jitter” is computed in realtime and provides an evaluation of the present clock
stability and precision.
The other items in the screen are self-explained by their name.

A very important section to check after a SW installation is the “ BOARD INVENTORY ”
page accessible from the GUI main page.

Due to the modular type of the HW and SW of the Sarimesh Core SW, any device can have a
variable configuration in terms of a set of HW “modules” and a set of “SW modules”: so it is neces-
sary to be able to know in realtime what the present in use device is capable to do.

The inventory page of the GUI provides a synthesis of what is actually available and usable on
a particular PCB sample due to its HW/SW configura-
tion.
Inventory Configuration Most of the optional plugin-modules will be auto-
matically recognized during the start-up phase; other

Inventory Configuration: must be declared in the Build Definition File used for

has_PCF8574:

has_DS3231: SW image construction. The result of this phase is sum-
has_DS3231_eeprom: marized in the screen above.
has_Si5351:
has_SSD1306: The inventory data are collected based on the actual
:::—;;;};E SW build definition and the actual HW derived data... so
has BMEGSO: in order to see as “available” any module it must be
has_SPS30: physically present in the HW ( if it is an HW item) and
has_Si7021: be enabled in the actual SW Build definition. This latter
has_W5500: condition is required in order to be able to create SW

has_FM24W256:
has_AXP192:
LoRaDevicel: Ezz 400M30S

builds with minimum memory size just in case any
HW/SW module does not need to be supported; if a

LoraDeviceTypel: 1 module is disabled in the Build Definition some pieces

LoRaDevice2: RA 01s of SW are NOT inserted in the SW image and this re-
LoraDeviceType2: 1 duces the image size and flash occupancy.
has_GPS:
has_LittleFs: In addition this page allows in the installation phase
has_SD_Card: to have an explicit evidence of the HW pieces detected

SD Card Size:

REFRESH

Figure 55 GUI "Board Inventory" page
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A very important feature is the one indicated as "has_ FM24W256": this is the FRAM memory
dedicated to the device configuration data; the absence of recognition of this device prevents the
saving of the configuration data in FRAM for Sarimesh original PCB designs. For TTGO like de-
vices this feature in not available and thus the configuration data needs to be stored in the on-board
flash LittleFS.

Most of the items in this screen are self - explained by their name; for LoRa devices the Lo-
RaDeviceType is 0 for first generation LoRa modules and 1 for second generation LoRa modules.

The ethernet interface is associated to the W5500 module so in order to have an equipped eth-
ernet internet the has W5500 flag must be checked.

A particular mention to the "act flag" flag, or activity flag: it is a flag to always be left acti-
vated.

At this point we can say that our new device is nearly populated with most of the pre-condi-

We have only to set now the relevant data for the top level services we would like to use; there
are presently the following presentation services available:
1. APRS service
2. LoRa Messenger service
3. 10T services
4. Synchronous Beacon Service

The 3) and 4) services are still under development and will not be described herein for now;
the first two will be extensively described in the following chapters in this document.

Some of the top level services will require LoRa subsystem to be up&running, while others
(like IoT or sensor related services) will not require LoRa availability.

7.3 LoRa subsystem setup (any version)

The LoRa subsystem is a mandatory service to be setup in order to have operational the ser-
vices depending on it.

. . . LoRa APRS Configuration
The Sarimesh SW is designed to have the

LoRa operation as a subsystem practically indepen- RX 1 LoRa Configuration
dent from the top level services in order to allow its LoraDevice: RA 01S
usage by different services. So it needs to be setup LoraFreq_rx1: [43a77s
by specifying the actual LoRa related parameters LoraBw_rxl:
that are available to the top level services to be LoraSf_rx1:
used. LoraCodingRate_rx1: [45v

-

LoraPreambleLen_rx1: [12v
LoraSync_rx1:
LoraFreqCorr_rx1(ppm * 10): [101

LoRa Freglitter rxl(ppm)now: -3

TX LoRa Configuration
LoraDevice: RA 01S
LoraFreq_tx: [433775

LoraBw_tx: [125KHz +
LoraSf_tx:
LoraCodingRate_tx:
LoraPreambleLen_tx:
LoraSync_tx: 0x12v

Sl&R
<l ¢

LoraPower_tx: |+22dbm v
LoraFreqCorr_tx(ppm * 10): \102

SAVE
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A “LORA CONFIGURATION" GUI page is made available in order to manage this functional
layer of the device; fig. 56 is the content of the this page for single radio devices, while fig. 57 is
the page content for a dual-radio device.

In both cases there is a section for each RX or TX virtual device, that contain all the parame-

B LoRa APRS Configuration

RX 1 LoRa Configuration
LoraDevice: E22 400M30S

LoraFreq_rx1: |433.775

LoraBw_rx1: [125KHz ~
LoraSf_rx1:
LoraCodingRate_rx1: [45
LoraPreambleLen_rx1: [12
LorasSync_rx1:

=]
!I

P
<

<

o

LoraFreqCorr_rx1(ppm * 10):

[=+]

LoRa_FreqgJitter_rx1(ppm)now:

RX 2 LoRa Configuration
LoraDevice: RA_01S

LoraFreq_rx2: [ 433775

I

LoraBw_rx2: [125KHz ~
LoraSf_rx2: [12
LoraCodingRate_rx2:
LoraPreambleLen_rx2: [12w
LorasSync_rx2:

<

Ea
|
8

0

LoraFreqCorr_rx2(ppm * 10):

LoRa_FreqgJitter_rx2(ppm)now: -10

TX LoRa Configuration
LoraDevice: E22_400M30S

LoraFreq_tx: | 433.775

LoraBw_tx:
LoraSf_tx:
LoraCodingRate_tx:
LoraPreambleLen_tx:
LoraSync_tx:
LoraPower_tx:

LoraFreqCorr_tx(ppm * 10): |0

SAVE

Figure 57: GUI "LoRa Configuration DM" page

ters that is possible to set for that virtual device; in
particular some parameters can be set only for a de-
vice and necessarily be inherited by some others;
this is for example the case of the “sync word” and
the “power level”: both these parameters can be
only set for the TX device but for the “sync word”
will also be forced for all the RX devices.

The actual pages contains for most of the set-
table parameters a list of possible values to be set:
the content of the presented lists will depend on the
exact LoRa device associated to that device; so dif-
ferent modules could have a different set of possible
values; in this way it is not possible to use unal-
lowed values for the precise device in use.

In the LoRa configuration page only a subset of
“high-level” parameters described in the modules
programming manual for the LoRa modules can be
configured; the low-level parameters are not shown
because they are already optimized for the HW Plat-
form and they should not be changed by the end-
user.

Many of the parameters are intuitive and their
setting depend on the type of experimentation you
intend to do.

In principle, for two devices to communicate
with each other, the LoRa parameters of the two de-
vices must coincide, taking into account the link di-
rection ( i.e. RX of one end point should match TX
of the other link end point).

The only parameters that can differ are the

transmission power value and the frequency correction value.

This last parameter can typically be left at zero for devices that mount high frequency precision

LoRa modules (e.g. the E22 400M30S model or other second generation modules equipped with
TCXO) while it will be set experimentally for first generation LoRa modules which do not have
good frequency accuracy or for second generation ones without TCXO. For this purpose, the
“FreqJitter” value measured in real time from the packets received and shown in the last line
of the screen can be used as a suggestion.

As a verification of the correct frequency alignment, the transmitted signal can be observed
with an SDR receiver to evaluate the offset value in ppm (parts-per-million) to be set.
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It is important to note that any device, also single radio ones, con operate the RX and TX vir-
tual LoRa Devices on nearly completely different LoRa modes: this is called split-mode operation
and allows to make any device compatible with either the legacy LoRa networks then the “new
Generation” LoRa Networks based on the usage of dual-radio Dual-Mode iGates ( using this SW
ver. 5.X).

Regarding the actual LoRa Modes to use for a Dual-Mode dual-radio device it is advised to
choice orthogonal LoRa modes and use for the primary radio ( RX1-TX) the mode that provides
the fastest equivalent channel bit rate.

A special note applies for a parameter expressly not presented in the LoRa setup page: it is the
CAD ( Channel Activity Detection) attribute: this funtionality, as may be already known, is present
in both the first and second generation LoRa devices, but is pratically usable only with the second
generation devices due to the fact that in first generation devices the CAD is only sensible to the
LoRa preamble and this makes it in practice of no real benefit. With second generation devices it
represents a very effective method for governing the access to the radio channel and proves to be
the only practical method to implement a channel access similar to the traditional Collision Detec-
tion methods due to the fact that thanks to the processing gain of LoRa in order to discover a signal
presence on the air it is necessary to perform the LoRa physical layer algorithms to detect any sig-
nal presence; the traditional collision detection method based on the signal level will not work cor-
rectly beeing possible ho have LoRa signals completely buried in the channel noise but still cor-
rectly recoverable thanks to LoRa processing gain.

In pratice the Sarimesh LoRa layer implementation allows either to send packets with or with-
out CAD enabled, for making experimentations; but this functionality is left to API access method;
when using LoRa as in the APRS or messaging applications the CAD will always be active for sec-
ond generation devices and disabled for first generation devices.

Another hidden functionality of the Sarimesh LoRa Layer is the possibility to send packets
with an optional randomization of the emission times: this feature is intended to avoid that in a net-
work consisting of several LoRa nodes emitting Acknoledgement packets as reaction to an incom-
ing LoRa packet ( i.e. for LM Messaging application) an hight correlation is happening thus leaving
to an abnormal operation of the network with high CAD losses. Also this function is only usable via
API and then it is managed at application layer and is not made evident in the LoRa configuration

page.

A last hidden LoRa layer functionality is the possibility to send “scheduled packets” i.e. pack-
ets wich emission time is requested with an exact time stamp or time delay. Also this functionality
is usable only via API and is at present used by example by the “Synchronous Beacon™ application
(still not documented due to experimental status).

7.4 APRS subsystem setup (any version)

The APRS is the main top level functionality of the LoRa Tracker project: it is implementing
the standard APRS functionality using as a physical layer the LoRa protocol and radio.

With respect to a traditional APRS device it differ mainly in the radio layer and is compatible
at the higher layers with the traditional APRS specification and network.
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To configure the APRS application there exists two different GUI pages: a first page contains
all the relevant users informations related to the service, while the second page allows to customize
the actual beheaveur of the device related to the APRS functions to be enabled or disabled.

B Aprs Configuration

Location
Coordinates

static Latitude: [0000.00N |
static Longitude: [00000.00E |
APRS/IS iGate
APRS5_Host: rotate.aprs2.net
APRS_Port: 14580
APRS_Login: [NOCALL-10 |
APRS_Pass: s . |
APRS_Filter:
iGate_Beacon: [NOCALL-10,WIDE1-1 LoRa,|

(format) callsign.path.message.symtab.symcode
(example] NOCALL-10.WIDE1l-1,LoRa iGate, &L

iGate_Beacon_Int:
APRS Tracker
Tracker_Beacon: [NOCALL-10WIDE1-1,LoRa.

(format) callsign.path.message.symtab.symcode
(example] NOCALL-10.WIDE1-1,LoRa iGate &.L

Tracker_Beacon_Int:
APRS Logger

APRS Logger Host: [192.168.2.150 |
APRS Logger Port: [44444 |

SAVE

Figure 58: GUI "APRS Configuration' page

In addition there is a single entry avail-
able in the “Operation” GUI page to quickly
change the actual type of operation between
the “Tracker” and the “iGate” operation
mode without requiring complex changes.

A major characteristic of our implemen-
tation is that there is a single SW package
that can be easyly configured to operate in
the two major operation modes without
changing anything then a single option in the
GUI of the device.

In particular the first GUI page allows
to  indipendentely specify the required
parametrs for both the Tracker and iGate op-
erating Modes.

By selecting the “APRS CONFIGU-
RATION ” section from the GUI main page,
you access the page that allows you to con-
figure the main parameters for the APRS ser-
vice.

Fig. 58 displays the default configura-
tion of this page: it is not usable before a
customization and the SW will refuse to
send any Beacon untill this “Default Config-
uration” will not be customized, in order to
avoid to inject wrong spots over the relevant
APRS portals around.

For the iGate mode, the device must first of all be able to connect to the Internet and to a suit-

able ARPS-IS server.

If the internet gateway in use in the Wi-Fi/ethernet upstream network is protected by a Fire-
wall, it must be configured to allow outgoing traffic on the IP port used by the APRS-IS server and

which will depend on the chosen APRS-IS server.

Then , a Login and a Password will be needed for connecting to the APRS-IS server. The pass-
word is a numeric code that can be calculated starting from the Callsign at this link:

https://www.iz3mez.it/aprs-passcode/

The 1Gate position can be automatically acquired , if there is a GPS module installed on the
board, which has reached a 3D fix; in any case a static position can be manually set in this page ;
this allow to avoid a GPS to be equipped on the board for those cases where the device position is
fixed and no GPS time reference in required., thus lowering the device cost.

To determine the value of the coordinates to be reported, the native APRS format must be

used; that is to say:

e latitude: 2 digits for degrees + 4 digits with dot after the first two digits for first and second
seconds as required by APRS followed by the letters N/S for north or south.
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https://www.iz3mez.it/aprs-passcode/

¢ Jongitude: 3 digits for degrees + 4 digits with dot after the first two digits for first and sec-
ond seconds as required by APRS followed by the letters E/W for north or south.

Then for the iGate functionality, a parameter must be inserted that allows filtering the beacons
to be transmitted on the LoRa RF network and coming from APRS-IS: the only mode supported by
the GUI is the "maximum distance from the iGate position".

Note: the LoRA Channel could easily saturate if wrong settings are used! Keep tx rate as
low as possible and limit the distance range to the necessary

At this point, is possible to enter the required parameters to create the beacon string to be trans-
mitted to the LoRa network and to the APRS/IS network.

This string will be automatically composed on the basis of the parameters entered in the GUI ,
as illustrated in the example below:

parameters entered in the iGate_Beacon or Tracker Beacon field:
11XYZ-10, WIDE1-1, LoRa, &, L

resulting string beacon (location field in plain text):
I11XYZ-10 >APLSO01, WIDE1-1 :!\GPS_LAT L. GPS_LON & LoRa -32B125S12C8P10

resulting string beacon (compressed location field):
I11XYZ-10 >APLSO01, WIDEI1-1 :! L 9 w?#R-GG & !!G LoRa -32B125S12C8P10

The “GPS_LAT” and “GPS_LON?” strings indicate respectively the latitude and longitude ac-
quired by the GPS module, or the values entered in the latitude/longitude fields of the screen in the
“APRS Configuration” if no GPS module is installed.

The beacon format is compliant to the actual APRS specifications. The only fields that can be
set by the user are the red ones.

The string “APLS01 " is the “destination” field of APRS packet and identifies a Sarimesh De-
vice. The list of all sources is available at http://www.aprs.org/aprs11/tocalls.txt .

The field following the symbol ! ” represents the location of the device: if it begins with a nu-
meric character, it is assumed that the location is in uncompressed format, otherwise it is assumed
that the 13 characters that follow represent the location in a compressed format; the compression al-
gorithm is always described in the APRS protocol specification.

With the SW 4.x and 5.x version, the software decodes locations in both formats (compressed
and uncompressed), while in transmission it is possible to indicate the method to use in the second
GUI page related to the APRS service; the use of the compressed mode allows to reduce the length
of the location field to the advantage of a higher transmission speed of the single packet.

The characters “L” and “&” present in the above example can be replaced with other charac-
ters in order to modify the symbol with which the APRS icon will appear on aprs.fi and similar
websites; for a complete list of icons, it is possible to consult the following URL:
https://www.iz3mez.it/aprs-server/simboli-aprs/ (thanks to Giovanni IZOCZW for the report). It is
suggested not to change the character L as for standard use it indicates a LoRa device.

The last part of the beacon is automatically generated by the SW and summarizes the working
conditions of the device, if this addition is enabled via the second APRS GUI page ( see later); in
particular the meaning is the following:

- working conditions (example):
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-32B125S12C8P10

- meaning of the fields if present:
“-“ indicates that the beacon was generated in a blacklisted area (for testing only)
32 Sequence Number “module 256 for packet (it is incremented each
beacon package generated)
B125 Bandwidth used for transmission in Khz (without decimals)
S12  Spreading Factor used for transmission
C8  Coding Rate used for transmission
P10  Preamble Length (number of symbols)

In the generated beacon strings, there may also be two other fields enclosed by parentheses
containing one or more subfields which reports the first and last node traversed by the APRS
packet; this easily allows to have an indication (in particular for the second case) of the receiving
condition of the packet by the node indicated in the first subfield of the parenthesis: the meaning
can be deduced from the following example:

- device field traversed:
(IQ8S0O-10-120-16 186 )

- subfield decoding:
IQ8S0O-10  callsign of the traversed node
-120 signal strength of the spot received from the traversed node in db without dec-
imals
-16 SNR of the spot received from the traversed node in db without decimals
186 frequency offsett measured by the traversed node receiver in Hz

These optional fields are included in the comment part of the beacon and are clearly NOT
APRS standard. They can be partially or completely omitted in order to have packets issued in com-
pliance with the APRS standard; it can be enabled or disabled via the second APRS GUI page.

In order to optimize the channel occupation, the device will transmit the optional fields only
every 5° packet of a sequence of one hundred packets. For all other packets in a sequence of one
hundred, only the sequence number will be transmitted. The function of the sequence number is to
be able to highlight packet loss situations; it is obviously useful only in the experimentation phase
to deepen the analysis of the behavior of the LoRa system.

A further option that can be enabled/disabled via the second APRS GUI page, is the inclusion
in the Beacon payload of the weather conditions acquired via the locally installed weather sensor: in
this case a standard weather extension package is inserted in the actual beacon payload according
the standard format defined by the APRS specification.

A key aspect to be specified is then the “rate” at which the beacons should be generated. Both
the Tracker and the iGate modes allows to use several different sending rate strategies in order to
implement different usage patterns.

Let’s spend some words about the beacon interval algorythm. The function of beacons is ob-
viously to report the status of the device that transmits the beacon: the nature of this data can be
very different and generally includes a "location" as the main data, (i.e. an identifiable position or
via geo coordinates or through a QRA locator); in some cases it is also possible to avoid transmit-
ting this basic data because it is not subject to change (as for example for a weather station or for a
fixed iGate); in these cases the data is generally transmitted at bigger time intervals, avoiding the
transmission of data that does not change over time.
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In the classic use of APRS, the main aim is to highlight the movement of the device over a
territory, so it makes sense to transmit beacons only in case of position change, in the case of LoRa
experiments the "radio mapping" aspect of the territory becomes interesting and important in order
to evaluate the radio coverage reached thanks to LoRa protocol.

In this last situation it therefore becomes interesting to be able to issue beacons with a logic
linked precisely to the use of the collected data... for example. use the change of position or the path
followed by the mobile device as a reference basis for the emission of the spots: an example is to
detect the radio coverage map of a certain area or the level of coverage of a certain route (eg a
mountain route or a particular road).

The "Agile Beaconing" function aims to dose the beacon emission times according to vari-
ous criteria in order to obtain the above objective.

In the specific case, the data acquired in real time by the GPS (in particular position, direc-
tion of travel, time, speed and altitude) are used to appropriately dose the emission times of the bea-
cons.

There are two main sub-modalities: modalities based simply on the distance traveled or
modalities based on "events", meaning by this term the sets of predefined and significant conditions
of the path being followed.

It is then possible to completely disable the Agile function, in this case falling back to the
basic beacon emission mode, i.e. the constant time mode; in any case, even if the "Agile" mode is
active, the time parameter indicated in the APRS function setup screen remains active so that bea-
cons can be sent at worst every certain time if there are no events.

It should be noted that given the nature of positioning data derived from GPS, it is normal
for such data to be affected by an error in particular for the position which can be evaluated in a few
meters and which depends on the GPS signal reception conditions: to avoid excessive sending of
beacons due to these errors it is however avoided to transmit position data that differ by a few me-
ters.

A similar limitation exists for the time interval between beacons: in this case, to avoid situa-
tions of congestion, transmissions of beacons that are too close in time to previous beacons are
avoided.

In any case, it is always possible to immediately send a beacon manually by shorth pressing
the button available on the devices.

A further function linked to beaconing is to avoid issuing beacons when the mobile phone is
in particular areas from which you want to avoid transmitting data for privacy or technical reasons,
e.g. to avoid radio congestion problems.

For this purpose it is possible to define a set of areas, identifiable by means of a center and a
radius, such that if one is within one of these areas the beacon is suppressed.

Several beaconing strategies are then implemented: “time based ”, “space based” and “event
based”.

The default strategy is the “time based” static beaconing: in this strategy, that can be setup via
his first APRS GUI page, the emission rate of the beacons is always the same during the device op-
eration and just can be different between Tracker or iGate operation mode. A number od different
rates can be preset and the rate does not change in any way during the operation time.

This default strategy is always active and represents the last resort the device should have for
giving any sign of life...

Via the second APRS GUI page a second group of strategies can be enabled: they are called
“agile beaconing” and target specific use cases mainly for a tracker.
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The reasoning for having these other strategies is in order to perform specific uses for a
tracker, in the framework of LoRa experimentation: they allow to perform a sort of “mapping” ac-
tivities as described before: that is to perform a detailed acqusition of LoRa radio coverage data in
a specific area to better study the LoRa operation and make possible to compare different usage
strategies for its modes.

In details the "Agile Beaconing” item allows to set the algorythm for the optimization of bea-
con transmitting rate considering the trajectory of the moving tracker. The implemented algorithm
can be set at different strategies in order to achive different goals; the available modes are the fol-
lowing:

1. Disabled: no agile beacon active; beacon will be generated according to the infos
provided in the APRS main GUI page ( i.e. static operation based on time). This is
the normal operation mode and performs time based beaconing.

2. EventMode: the device will send a new beacon when an “event” is detected, like a
change od direction, or the different speed of the mobile, or the stop/start of move-
ment. Suitable thresholds are set to optimize this mode as a “detailed radio cover-
age discovery” mechanism. Not to be used for normal operation.

3. MappingModeXXX; it is intended for creating a “mapping” of the present area
where the device is , by sending a beacon based on the “distance” the mobile
moved; XXX can assume following values: UltraFine, Detailed, Course, Ultra-
Course. Also this modes are not intended for normal operation, but for “radio cov-
erage discovery”.

A further beaconing function available is the “Beacon Black List”: this function allow to
exclude a set of geographical "zones" from sending beacons, mainly for privacy purposes or to miti-
gate any radio congestion problems in particular areas such as eg. a town centre. This feature is not
jet supported by a GUI page at present, but will be supported ASP .

The actual way to specify a “BlackListed” area is by providing a centerposition coordinates
and a radius via a suitable table; at present what is missing is the GUI to easyly specify this table
content; it can already be specified via the SW build definition File.

A last function that can be enabled from the main APRS GUI page is a “Logger Server”. The
device is able to connect to a server dedicated to collect data related to the APRS spots received
from the LoRa network; this interface is based on a simple UDP protocol and allows to show spots
on a geolocated map.

The documentation of this interface is not jet available due to too experimental status of this fea-
ture. Basically this interface is taylored upon the “direwolf” logging style for the APRS received
traffic by an iGate and allows to send to a dedicated server all and every spot detailed content in or-
der to store it in a suitable database for further processing; it is a very important tool in order to cap-
ture usage data during a possible mappimg
campaign for creating any sort of radio cover-
age images, or to create historical geolocalized
maps of radio coverage.

B APRS Additional Features

Payload .

Encapsulation: This server can be located anyway over the
Repeater operation: internet and do not depend on any third party
APRS-IS operation: service like aprs.fi . It requires an upstream in-

LocationCompression: ternet connection for the reporting node that is
TX Agile Beaconing: [Disable v typically an iGate that collects beacon spots
Beacon Black list : coming from one or more mobile trackers.
RX Reports: [Sarimesh LoRa  w|
Working Conditions:
I SAVE /100 Vr. 5.1 -20231105

Figure 59: APRS additional Features



To complete the APRS layer programming the second APRS GUI page “APRS FEATURES”
has to be described; fig. 59 contains the available attributes that this pages allows to set.

We have already described most the option already during the previous paragraphs, so just need
to add few details for the not mentioned items here.

The first option is to specify which type of payload encapsulation the device should use for bea-
con transmission: the traditional APRS payload as specified in the APRS specification was using an
AX.25 encapsulation mode in order to implemented the expected link-layer APRS capabilities.

This encapsulation mode has been used for so many years and is used by the totality of APRS
devices available on the market till now.

With the advent of LoRa as a physical layer , thanks to its attribute of “binary transparency” it
was clear that the AX.25 encapsulation was nearly redundant for several reasons and was incresing
the ProtocolDataUnit (PDU) size at the expense of available radio channel troughput: so few years
ago, mostly from german and austrian radio amateurs a simplification was introduced in the way a
PDU could be identified, just taking benefit that beeing the lowest LoRa layer already a packet
layer with included mechanisms for PDU delineation , error detection and correction. Then a very
simple mechanis was introduced in the for of a few caracter header just to be able to discriminate
different types of payload. We define this type of pseudo-encapsulation OE-Style in our wording.

So at present most of the available LoRa APRS implementations are using this type of simplified
encapsulation. Unfortunatelly it makes the actual interworking with the old traditional TNC subop-
timal.

In order to have an optimized mechanism for interaction with the existing installed base of tradi-
tional APRS devuces a possible alternatives is to just use the original AX.25 encapsulation method
at the xpense of a little incresead PDU size.

Our LoRa APRS implementation is able to receive APRS PDU with both the OE-Style and the
AX.25 encapsulation method thus performing the required operation at the fly to adapt the actual
PDU to the exactly same format when relaying those PDU toward the internet via APRS-IS or over
the LoRa network while implementing repeater operation.

The Encapsulation option available in this GUI page allows to set the encapsulation style to use
by our device when trasmitting any PDU toward the APRS-IS or the LoRa networks.

The options that follow on the GUI page are the “repeater Operation” and the APRS-IS opera-
tion: these are the two classical option available on old APRS devices and enable/disable the digi-
peating over the LoRa network side for the received beacon over that network, and the recep-
tion/sending of APRS spots from and to the internet APRS-IS network.

These options can be used to deep customize the iGate operation for specific use cases like hav-
ing an iGate operational in a site where no internet connectivity is available, or if we do not want to
operate the APRS-IS connection at all.

The remaining options have been already discussed in the previous part of this chapter.

7.5 Dashboard screen (any version)

The Dashboard allows to have a gen-
B Dashboard Data (Tracker Mode - 18FUC-10) eral overview of the device working condi-
tions, from an operational point of view and

Device Date/Time: 06/11/2023 22:33:03 UTC fI'Ol’l’l a conﬁguration pOil’lt ofview

Operation Status: GPS_disciplined
Clock Jitter(msec): 0

Network Connection: UP Flg 60 is the first section of the Dash-
APRS-IS Upstream: DOWN board and has been already described be-
MQTT Upstream: UP fore

Syslog Upstream: UP

GPS Fix: 4038.69N,01424.58E
GPS Sats: 12

LoRHeBEs 9; lih:Rashhaard]’ page showing GPS fix ¢4, Vr. 5.1 - 20231105



Fig 60 shows the case of a device disciplined by the GPS that has acquired a full 3D-Fix with
12 Satellites used for the fix... this is a very nice fix!

The Clock Jitter value in msec is also reported, i.e. an indication of how much the local time
varies over time in relation to the type of synchronization in progress. With a GPS disciplined situa-
tion this value is nearly always 0 msec.

The same section provides the status of the main networking services: the Network connection
is actually the status of the upstream internet connection that can be either via WiFi or via Ethernet
LAN connetion.

The APRS-IS Upstream connection is actually the connection with the APRS-IS server: in this
foto due to the fact that the device is operating as a Tracker, the APRS-IS connection id down.

The MQTT and Syslog upstream appears to be up: this is consistent with the fact that the
tracker is presently in my lab and is connected to internet via the WiFi upstream connection.

Fig 61 shows the case where the ac-
tual device has been set as an iGate, and
the GPS has been disconnected.

B Dashboard Data (iGate Mode - IBFUC-10)

06/11/2023
20:48:31 UTC

Operation Status: NTP_disciplined
Clock Jitter(msec): 8
Metwork Connection: UP
APRS-15 Upstream: UP
MQTT Upstream: UP
Syslog Upstream: UP

Device Date/Time: . . .
This section also lets you know in

which operating mode the device is
presently operating; from the example
above, the device is now in iGate mode.

In this case eg. it can be seen that
the GPS is not active and therefore the
local time is derived from the NTP inter-
net protocol; as a result it is highlighted
that the local clock has a jitter of a few

Figure 61 : GUI "Dashboard" page showing NTP disciplined ~msec as is normal for the time derived
from the internet.
The Jitter value is important for some features, described in the next chapters, that require a
pseudo-synchronous timebase for their operation.
The same figure now show that the APRS-ISupstream connection is up , consistent with iGate
role to be connected to an internet located APRS-IS server.

GPS Fix: Not_Available
GPS Sats: 0

A next section of the DashBoard, shown in Og. 60, summarizes the status of the receiving part
of the device.
In particular, this section reports only the last packet received and for this packet it shows:

Last RX_ Pkt Report: (IBFUC-10 -89 6 -2696 )
received _on_device: 1

I8FUC-
Last RX_ Pkt _payload: 9>APLS01,WIDE1*:14038.73N/01424.60E&LoRa-
OE 2 (I8FUC-9) (IQ8S0-10 -87 5 667 )

IBFUC-9
Last_RX_Path: --> IQ8S0-10 -87 5 667
----> (I8FUC-10 -89 6 -2696 )

Figure 62 : Dashboard showing "last packet" information
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the "reception report" that our node have created for the received packet and that would
be attached to the packet it it will be didipeated or transmitted to APRS-IS: this record con-
tains the identity of the node that is receiving the packet, the received signal level in dBm,
the signal/noise ratio in dB and the frequency offset in Hz.

the payload contained in the received packet: if the packet is received as "CRC Errored" it
means that the packet, despite having been recovered, is affected by uncorrectable errors
which may contain incorrect characters or unprintable symbols; the strategy is to report the
recovered content in any case for any subsequent actions. In case of CRC errored packets
no digipeating or APRS-IS forwarding will take place.

path of the received packet: only the identifiable components of the path are reported, i.e.
usually only the original source of the received packet (regardless of any repetitions that the
packet has been subjected to) and the last node the packet passed through.

The next section of the Dashboard, shown in 0g. 61 , will report a series of counters related to

the traffic of packets passing through the node; the meaning of the various counters is quite intu-

itive based on its name.
In particular, the packets are listed accord-

LoRa_rx1_packets: 9 ing to their encapsulation (AX_25 or OE_Style),
LoRa_rx2_packets: 7 according to the direction in which they have been
LoRa_tx_packets: 17 seen (TX or RX from the point of view of the
LoRa_rx1_AX25_packets: 0 node), according to the type of recognized payload
LoRa_rx2_AX25 packets: 0 (APRS or native format, described in 7.7); the lost
LoRa_tx AX25 packets: 0 packets are then reported (due to unavailability of
LoRa_rx1 OEStyle packets: 1 thg channel being transmitted) and the papkets re-
LoRa_rx2_OEStyle_packets: 2 ceived but revealed to be CRC_Errored, ie affected
LoRa_tx_OEStyle packets: 1 by uncorrectable transmission errors.
LoRa_rxin al!ve_packets: i The packets that failed to transmit due to the
LoRa_rx2_native_packets: 5 . .
) occupation of the radio channel revealed by the
LoRa_tx_native_packets: 16 CAD (Channel Activity Detection) mechanism are
LoRa_lost_packets: 0 then reported; a further parameter is the number of
LoRa_CRC_errored_packets1l: 0/ 0 packets rescheduled in the transmission phase again
LoRa_CRC_errored_packets2: 0 due to radio channel occupation problems.
LoRa_UMN_errored_packetsl: 0
LoRa_UMN_errored_packets2: 0 From APRS-IS side (APRS connection to
LoRa_CAD_errors: 0 and from the internet) the packets received and
LoRa_ReSched packets: 0 transmitted are reported as well as those repeated

towards the LoRa network or suppressed as they do
not comply with the repetition policies towards the

AprsiS_rx_packets: _
LoRa network side.

AprslS_tx_packets:
AprsiS_dropped_packets:
AprsiS_relayed packets:

L= I A

The last parameter reported is the number of
messages lost in the interprocess-communication
(IPC) system used internally by the SW to make the
various components of the SW interact with each
other: this parameter is an indicator of possible SW
congestion.

IPC_lost_msgs: 0

Figure 63: GUI Dashboard statistics

It should be noted that the counter of messages received from the APRS-IS side takes into

account the filtering applied in that direction by the node: in particular, the only filter applied is the
distance filter (intended as distance between the transmitted beacon location and the iGate posi-
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The last section of the Dashboard shows a series of data relating to the node in its entirety;
in particular the first parameter shows the moving average of the transmission time values (OnAir-
Time in msec) of the transmitted packets, the DutyCycle in % of channel occupation or how much
of the transmission time of the node has been
actually used by the node, and a further pa-
rameter (heuristic) which gives an approxi-
mate indication of the level of congestion of

LoRa_ OnAirTime(msec): 152
LoRa_DutyCycle(%): 0.31

LoRa_ChanCong(%): 0.29 the radio channel as perceived by the node).
LoRa_ ENL(dbm): 0.00
LoRa_FregJitter_1(ppm): 4.08 Two data relating to the LoRa level

follow: the value of "ExstimatedNoiseLevel"
(ENL in dbm) evaluated for the site where
the node is installed and the moving average

LoRa_FreqJitter_2(ppm): -4.48
CPU Temperature(C®): 48.45

CPU_UpTime(secs): 1464 of the Frequency Difference values mea-
Free_Memory(Kbytes): 93.2 sured on the received packets.
The ENL value is a heuristic estimate
of the noise level in dbm of the site calcu-
Figure 64 : GUI Dashboard statistics - part 2 lated considering only packets received with

a negative signal-to-noise ratio (SNR): there-
fore this parameter will be present only if the node has received packets with a negative SNR. It
represents the dbm value (evaluated by the lora chip in its internal operation) of the signal intensity
at the LoRa chipset terminals regardless of the "process gain" values that the LoRa protocol allows
to obtain.

The indicated Jitter value (in parts-per-million) is the moving average of the frequency dif-
ference values divided by the value of the transmission frequency that the node was able to measure
on the received packets regardless of where these packets were transmitted : therefore it represents
a form of estimation of how much the current node could be "retuned in a frequency" to operate bet-
ter in the LoRa network in which it operates.; this value is presented in the node's LoRa setup
screen to be effectively used as a correction value to be applied to the LoRa frequency setup.

It is to be noted that for dual-radio devices, all the RX related items are reported individually
, so that it is possible to discern how the two radios are operating.

The last values presented are an estimate of the temperature value of the node CPU and the
value of the operating time (in sec.) since the last reboot of the node itself, an estimate of the actual
FreeMemory that the processor reports and the device uptime from the last reboot.
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7.6 HW Setup Configuration

With 5.x version of the SW, the use of the Sarimesh SW on HW platforms other than the
Sarimesh one is supported with few limitations related to the HW architecture of the target devices.

B HW Setup Configuration

HW Setup Configuration:

I12C Bus Pins:(read-only
here; to change need to
edit Master_Config)

i2c_sda: 21
i2c_scl: 22

SPIl Bus Pins:

spi_sck:
spi_miso:
spi_mosi:
OLED Pins/Orient:
oled_addr:
oled_rst: D
oled _orient:
LoRa Pins:
lora_cs:
lora_rst:
lora_dio:
GPS Pins:
gps_rx:
gps_tx:
SAVE ‘

Figure 65: GUI "HW Setup Adjustment" page

Since the SW is very modular and based on
standard HW components, it is easy to adapt the
code to run on almost all boards based on the
ESP32 processor and which have the necessary HW
components (e.g. a GPS module and a LoRa
chipset) .

If the SW is used on HW platforms other
than SARIMESH platforms, in general it may be
necessary to appropriately set some features of the
SW in order to adapt to the different characteristics
of the HW; in particular what may differ, within a
certain type of HW card, is the value of some pins
of the processor to which the peripherals present on
the card are connected.

The GUI page shown in 0g.63 allows you to
set the pins of the ESP32 processor to be used for
the following functions:

12C bus (*)

SPI bus

OLED pins, addr and orientation
LoRa specific pins

GPS specific pins

(*) For the 12C bus it is necessary to modify
the SW build definition file. So a separate SW im-
age will be distributed.

The values to be set can be found in the
hardware documentation of the devices used.

For the SARIMESH HW this page shows
the values used but not modifiable as they are in-
variant.

Based on the preset status of the TTGO like HW
variant it seems that the 12C pin used is nearly a sta-
ble choice; so this makes possible to adjust HW in-
compatibilities via this page without any further ac-
tion; in pratice the TTGO like device should startup

and be able to display the GUI also if some pins are not correctly set; the via this page it should be
possible to adapt the SW to the preset HW configuration.

Another variant of the presently available TTGO devices is the power control chip in-
stalled... at present the SW Vr. 5.x supports the AXP192 chip; new chips may need to be checked (
not done due to missing HW samples to test it).
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7.7 Synchronous Beaconing Subsystem Setup (any version)

The Sarimesh SW Sarimesh contains, starting from version 3.x , an undocumented feature that
we defined "Native Beaconing" and now redefine as “Synchronous Beaconing”: it is an experimen-

E] Synchronous Beacon Configuration

Beacon Configuration:

Payload content:

tal function that operates the node in different
modes with a static "time slicing" type ap-
proach.

First of all, this function assumes that a
node operates in a GPS_Disciplined or even

Beac::;:::::f s;Eisame 2 ovtes NTP_discipled mode in such a way that the lo-
BeaconUnixTime: cal time values are sufficiently "precise" , that is
BeaconLocation: [disable ~

BeaconFreq:
BeaconPower:
BeaconWorkConditions:

Beacon Operation:

BeaconEngineType:
BeaconRun:

singlePhase_Config

BCN_LoRa_Vector:

enable (+4 byte) w
enable (+1 byte) v
enable (+2 byte) v

=
m
=
)
=4
@
<

singlePhase 10 +

‘O. 433.800,10.4,12, 8, 0x34, 22, -2, 10

having tolerances within a maximum of a few
tens of msec.

In practice, the operating time of the node
is managed dynamically on the basis of a cer-
tain "usage schedule" consisting of a certain
time base (e.g. 3 minutes) aligned in a certain
way (e.g. on a time base of UTC clock): this
program specifies how to operate in the subin-

(format) sgnbr, loraFreq, bw, sf, cr, sync, pwr,

sanbr. lora tervals of this program duration time (slice

(example) 5'5433'725’ 7.8, 11, 8, 0x34, 10, 0, tlme).

BCN_TimeSlotOffset(secs il:l

o, Timesiotaync In each time slice, the node will be able to
operate in a completely different settings, i.e.
with different frequency values, emission mode
and power as well as packet encapsulation ty-

pology and relative payload.

BeaconStatsCollector

StatsCollector_IP: 192 |.[168 |[2  ][150 |

StatsCollector_Port: 33330

‘ SAVE ‘

An example that has been used for about a
year in a particular experiment carried out on a
120 km radio section and documented on the

Sarimesh.net website ( http://www.sarimesh.net/lora-beacon-propagation-test/ and http ://www.sarimesh.net/lora-
propagation-test-bed-2/ ).

Figure 66: GUI “Synch Beacon Configuration” page

The experiment was based on a pair of nodes operated in Native mode for 100 sec for simulate
very marginal conditions of the link (SF12 / BW 10.4 Khz) and for the remaining time (80 sec-
onds) in APRS mode with the standard parameters (SF12 / BW 125 Khz) on a different frequency.

The objective was to acquire and compare the typical parameters of the connection in the two
different operating modes.

For setting the mixed operating mode, a dedicated page has been prepared in the GUI which is
illustrated in fig. 66.

To activate the mixed operation function it is sufficient to activate the Syncronous Beacon
function in the “Operation Mode” page.

A "native" default payload has been defined in the GUI. It contains all the data selected in the
first section of the screen and arranged in very few bytes; to identify a node, a byte with a numerical
code is simply used; the maximum number of active nodes in a given experiment depends on the
slicing program defined below.
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The coding of the various parameters is defined in the SW and for those interested just go and
consult the sources of the SW.

The "Beacon Operation" section follows which specifies the type of program and whether the
various phases are reception-only or bi-directional.

The "BeaconRun" item defines the various types of use of the program time and can assume
SinglePhase values (of varying duration from 18 sec to 100 sec) or tuning mode in which the bea-
con automatically follows a sequence of transmission/reception phases with different frequency val-
ues to find out any frequency shift).

Then follows a section that specifies how the Native Beacon phase takes place: in practice it
synthetically specifies the working conditions at the LoRa level to be used and the time offset with
respect to the program time from which to start with the native beacon phase.

The APRS type phase is defined to complement the program duration time and uses the LoRa /
APRS parameters of the node as described in the relevant screens.

To ensure the coexistence of several nodes in an experiment phase, the "Identity of the node"
parameter is exploited with the simple logic that in a certain time interval only a certain node can
transmit; in particular, the Nodeld parameter defined above is used as an index to activate the trans-
mission phase of only one of the nodes in a fraction of the time assigned to the "native beacon"
phase of the program; this operating mode is only available by selecting a duration of the native
beacon phase of 100 sec.; for all other values a single pair of nodes is always assumed as the target
of the experiment.

The function described above is, as can be seen, still very experimental and represents only a
"proof of concept" to be possibly better defined and exploited in the future.
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8 Device configuration Management

The Sarimesh Core SW that is the generic SW platform we use as a base for the LoRa
Tracker SW builds has been designed to be used for making devices able to be managed by inexpert
users not by experienced SW designers; so it assumes that to make any device configuration it must
not be required to use any special SW development environment, but just use features available on
the device as it is.

This is the de facto standard for any embedded device presently available on the market as for
example WiFi devices, ADSL routers, etc.

The approad we have chosen is exactly according to the defacto standard in terms of manage-
ment of such devices.

Up to SW vr. 4.x there was some divergencies we have removed with the last SW vr. 5.x, by
implementing a reworking of the GUI and device configuration method.

Till SW ver. 4.x the device configuration was performed via a GUI interface that was manag-
ing and modifying a number of parameters internally keept in a fast FRAM ( for Sarimesh HW de-
vices) and in slow and weareable flash (via a Little FS Filesystem) for TTGO T-Beam and similar
devices.

This was a major difference between Sarimesh and non Sarimesh HW devices and was imply-
ing a frequent access to the on processor flash memory that would slow the GUI operation and wear
the flash for non Sarimesh devices.

With SW Vr. 5 there is now an improvement of the configuration method that should solve
the slowing and frequent access to the flash and give GUI speed for the TTGO similar to the
Sarimesh HW that incorporate a very fast FRAM .

In pratice any configuration session for a device may include the access to few pages of the
GUI that modify a number of parameters; in order to make a complete configuration several pages
may be required to be modified; all these modifications will only impact an “in RAM memory” sta-
tus of a “temporary configuration file” in JSON format that keeps normally the running device con-
figuration.

Any change to this “temporary configuration” will have immediate effect for the few “imme-
diate action” parametrs ( as for ex. the debug parameters) but will not be reflected in the “perma-
nent configuration” keept in non volatile memory; in order to freeze this temporary configuration in
the nonvolatile memory a “commit” operation will be required: this explicit operation will allow to
set the present temporary configuration as the running configuration after the next device reboot.

This method allows to discard , by not committing , any partial configuration change should
the user decide to abort the re-configuration session; a reboot, without a previous committ, will re-
store the configuration to the last committed state.

The commit operation actually will just copy the “in RAM memory” JSON configuration file
to the FRAM or to the flash (depending on the HW device) in a one-shot operation; all the interme-
diate configuration changes will not impact the flash in any case.

This approad the allows to speedup the configuration screens operations and will reduce dras-
tically the accesses to the on processor flash memory fot the devices that do not have a FRAM for
keeping the device configuration.

A further benefit of this approach is that any change/save of device configuration via Config-
uration file upload/download no longer requires to go trought the “Admin mode” step: till SW vr.
4.x this operations was requiring to put the device in a special “Admin status” and then would im-
ply a double reboot for the device in order to save or restore a configuration file; now this step is
no longer required ad a configuration can be saved or restored on/from file immediately; for re-
store operation from a configuration file, after the file upload a commit operation is required to
make the new configuration the active one, after the next reboot.
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The actual configuration of a device is then a single file in a JSON format: then it is very easy
to manage such file by using any SW tool able to display/modify JSON files.

This approad allows to save and restore any device configuration in order to keep a clear track
of any configuration variant used during any test session if required.

A further advice is here presented regarding the “factory default configuration™: typically any
device when received by the end user should be able to be powered-up and be immediately usable
for its tasks: with SW vr. 5.x we make this possible by incorporating in the SW builds we distribute
a “factory defaults restore” feature that let a new device discover during the power-up if the device
holds a valid configuration, and just in case a default configuration, keept in the SW image, is
forced and made active; in this way any device should be able to come-up after a reboot with a
valid configuration that allows to perform the necessary tuning of the device only using the stan-
dard GUI available on the device.

The present factory default configuration is to let the device come up with only the essential
features enabled and as an APRS tracker with dummy user related informations; the default config-
uration will be detected as such during the startup and a suitable message will be presented on the
local display to warn the user in order to let him finalize the device configuration with his personal
details.

A further function available regarding the configuration is the possibility to “restore the de-
fault factory configuration”: this operation could be required to escape from any unexpected con-
figuration issue and restore normal device operability.

The major unexpected configuration issue could be the case when a device running a given
SW image version is upgraded to a new SW release: infact any new SW realease at present do not
take care of any migration of the existing configuration of a device to the may be update configura-
tion required by the new SW release.

If this is the case a device that has been updated could not be able to reboot correctly with the
new SW image: if this is the case the “restore to factory defaults” should happyly solve the issue.

In pratice the “restore to factory defaults” can be triggered via two different mechanisms due
to the fact that the GUI could not be operational after a reboot with a new SW installed; in particu-
lar “restore default factory configutaion ” can be triggered:

1. by GUI Operation Page if the GUI is available

2. by keeping the frontpanel button pushed during a device reboot ( for some 5-10 sec)

Due to the fact that a “restore to factory defaults” operation could be required after a SW up-
date of a device, it is warmly suggested to save the device configuration on the PC before making
any SW update: in this way it is possible to have available a good device configuration to be used
eventually to setup again the device after the new SW has been installed. Obviously some manual
configuration file adjustments could be required in order to adapt the saved configuration file to the
new SW release. The SW release notes will try to advice regarding the need of any configuration
file adjustment if any is required.
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9 Dual-Mode LoRa implementation scenarios

One of the new features supported by SW vr. 5.x is the dual radio supported by the latest
Sarimesh LoRa Tracker HW devices.

The dual radio architecture allows to have two different second generation LoRa HW mod-
ules installed and operating simultaneously using either two different antennas or a single one via a
suitable power combiner/splitter.

In order to operate this configuration without destroing the LoRa modules and without im-
plementing very complex circuitry at RF level the used approach is to take the benefit of the second
generation LoRa modules antenna management to let the two modules happyly coexist with just mi-
nor impairement of radio operation, if the modes used by the radio are suitably chosen.

In practice the objective of a dual radio circuit is to be able to receive simultaneously on two
different LoRa modes, and be able to transmit just using a single trasmitter.

This imply that during the transmission periods both the radio devices must enter a status in
which just one radio transmits and both receivers are antenna-shorted for protection.

The net effect of this is that both radios will not be able to listen during the transmission
phases... this is actually already the case of a single device circuitry ( LoRa is actually an half-du-
plex protocol), so it is not out of mind to assume that with two radios the same apply to both the
LoRa modules in use.

In practice if we choice, as should be the case, the two Lora modes to be used ortogonal and
such that the mode of the primary radio is the one with the greater channel speed ( and then the low-
est spreading factor if same bandwidth is used for both modes), the actual secondary radio mode
impairement should be minimal.

In addition if we choise a CR (coding rate) high, we can benefit of the LoRa capabilities to
partially recover the possibly shortned LoRa packets on the secondary radio or simply discard the
affected packets with may be a limited increase of the lost packets.

BTW the dual radio is at present an experimental feature to be evaluated on the field... so ev-
erything using this mode is to be considered an experimental thing subject to further refinements.

An important topic is how to take benefit of a dual-radio dual-mode device in a LoRa
network and how to allow the installed base of legacy devices to benefit of such advanced de-
vices.

Following of this chapter will try to introduce some methods to operate such mixed Lora
network configuration scenarios.

First we should clarify why the dual-radio dual-mode has been considered for implementa-
tion: at present there is a IARU recommendation made few years ago that was proposing a method

for experimenting LoRa usage by radio amateurs. The reference document is VIE19-C5-015-
OEVSV-LORA-APRS-433-MHz.pdf

This IARU recommendation was based on the LoRa state-of -the art of those years where
only first generation LoRa modules were available and not using stable TCXO based frequency
control; the actual proposal was the following:
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This proposal was then apparently allowing that the LoRa traffic could have, in order to have a bi-

Recommendation:

We therefore propose to include two dial frequencies for LORA APRS in the 433 MHz segment.
= 433.775 LoRa-1 (from Mode to Gateway BW 125kHz)

* 433.900 LoRa-2 (from Gateway to Node , for messages, BW 125kHz)

Figure 67: IARU Recommendation for LoRa experiments ( year 2019)

directional connection, up to 250 KHz of radio band occupancy.

In practice in the past year the dual channel seems never been used and nearly always the LoRa
traffic was limited to a single frequency
operation using the following LoRa pa-
rameters:

BW=125KHz SF=12 CR=4:5

|
|

=n m P By using these parameters the available

o > radio channel will have a maximum bit
Y7 O Recipeed rate of 293 bit/sec; if the used CR (Cod-

i / \ e ing Rate) is increased, the available bit
N rate will still be lower up to 183 bit/sec;
mI:r:l o ) . > assuming a payload length of 52 bytes

B L and a preamble length of 10 symbols we

sariMesh

AREDN Scenario di rete LoRa attuale (legacy)

will get an on-air-time of 2.2 secs.

S \
%
-
L
T

) D With this level of performancies it is ob-
viously not possible to implement any-
thing more then a very basic payloads
content just limited to position and few
additional payload infos, very far from
what the standard APRS protocol was

1BFUC -Tutt I diritt riservati Confidenziale LoRa_APRS_Scenari.ppt- 5

Figure 68: Present (legacy) LoRa Network scenario

providing from years.

This was implying that the LoRa APRS application scenario has been till now limited to a
set of iGates always directly connected to internet and using a remote portal like aprs.fi to let dis-
play the trackers positions; this obviously requires that a user be equipped with a second terminal
(may be mobile also) connected to internet via may be the standard 4G public network, then de-
pending on the 4G radio coverage and availability.

In additon a so limited available bit rate does not allow to send anything more then very few
position related data, nearly always disabling the possibility to send the classical weather data or
telemetry informations, at the expense of an high channel occupancy and a strong imparement of
the channel efficiency due to the very limited CAD functionality available on the first generation
LoRa chips.

The criteria on which the ITARU was formulating its proposal like that, was obviously the
LoRa state-of-the-art in those years... but the LoRa technology in the years did a big step forward
in introducing new features or refining the original ones, so that now we have much better possibil-
ities to use the radio channel in a more efficient way.

In particular with second generation LoRa modules based on the SX126x chipsets the
achivable channel bit rate has been improved by the introduction of lower SF (Spreading Factor)
modes and by the introduction of a finally workable CAD (Channel Activity Detection) method
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(in the first generation chips this was limited only the the packet preamble and thus very ineffi-
cient).

The actual availability of these new LoRa modules allows to re-think the usage strategy of
the radio channel for our HAM radio applications, taking the benefit in particular of the “orthogo-
nality” attribute of the LoRa radio protocol that applies to certain LoRa modes and that allows to
use on the same exact radio channel more then a single radio information stream virtually without
any reciprocal interference.

The “orthogonality” feature of LoRa protocol has been widly deployed in the IoT applica-
tions of the LoRa technology, to implement up to 8 different information streams on the same chan-
nel independently from the channed size.

There exists also a number of VLSI chips that implement the support of such mode of operation,
implementing on the same chip up to 8 different LoRa receivers/decoders; the actual problem with
these chips is that they are tigthly designed to operate associated to the IoT LoRaWAN protocol and
this make those chips difficult to use by radioamateurs because they cannot use cryptography in
their radio equipments.

SariMesh, |

Scenario di rete con iGates Full Dual-Mode

Then for HAM radio there is the problem
|

I that it is necessary to use a different LoRa
mn 2 e - receiver for any different LoRa mode to
' ‘<-—-———* > be received. The same problem does not

exists for transmitter because in order to

AL avoid very complex circuitry solutions it
@ Rocispeed - is necessary to use a single trasmitter per
n!ﬂ Tx=Ispeed nOde.

’Iﬂ Based on this considerations an al-

| @ ternative proposal for the IARU one that

N e appears easyly achivable is the following:

[/ ST - Cp
=D

1) any iGate node could be equipped
with two receivers and a single trans-
mitter operating on different LoRa
modes as follow:

- legacy mode Ispeed (low speed): could be the present BW=125 Khz,SF=12,CR=5 in or-
der to guarantie the compatibility with the installed base

- new hspeed mode (high speed): could be any LoRa mode orthogonal with the first mode
and such that the used values of BW,SF,CR are chosen in order to obtain a channel bit rate well
greater then the first legacy mode.

I18FUC -Tutti | diritti riservati Confidenziale LoRa_APRS_Scenari.ppt - 6

Figure 69: Full Dual-Mode LoRa Network scenario

2) for trackers it will be possible to continue using the single radio devices just changing the

programming so that they would operate in split mode (i.e. RX and TX working possibly non dif-
ferent LoRa modes)

The proposed solution allows a smooth migration strategy with minimum impact on the in-
stalled base of iGates, due to the fact that it allows to just change the legacy iGate programming in

order to operate as split RX-TX modes (with a single radio) to be completely workable in the new
scenario including dual-radio dual-mode iGates.

Actually the introduction in a legacy LoRa network of dual-radio dual-mode iGates allows
to perform a major quality step up because it will make available an additional radio channel
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(also if just for upstream) binding the iGates at high speed and allowing to suppress the manda-
tory internet connection today required for all the installed iGates.

SariMeshf Scenario di rete con iGates Mixed Dual-Mode The nevv. pI‘OpOS&l prov1des Se.Veral advan-
AREDN tagies with reference the previous status;
one of the advantagies is that a new iGate

| ; :
| - Cae) = can be now installed easyly in a remote
=, "—_____.—) > site also if this site is completely missing
4 o

internet connectivity, thus lowering the
(D) Rocslspeed provisioning costs considering that may
@ civesa - be the internet connectivity availability is
I today the major cost for using a remote

AR 1 cicpeed iGate both for the power consumption
| and for the internet connectivity cost.
| o & - . . . q-
e | Another big advantage is that by avoiding

i _,,:’ “ ﬁlﬂ‘.‘! mandatory internet connection for iGate

=0 ' it is now possible to implement really

B Ttk et Confdenzae wa s smanie-7 - Off-grid solutions completely based on
Figure 70: Mixed Dual-Mode LoRa Network scenario the LoRa technology to be usable also in

emergency situations contrary to what
happens with present LoRa scenario.

Obviously now become possible also to program trackers to directly use the hspeed mode
thus extending the available bit rate also for trackers and thus enabling the possibility to send more
data from trackers, like implementing some sort of LoRa messaging, or send weather station data
and telemetry.

All this completely off-grid.

The only drawback is possibly the fact that using lower SF modes the “link budget” at LoRa
level will get lower ... this is actually an issue still to be really evaluated in its real impact... infact
several studies and user contributions have demonstrated that very often the official link budget
made available by Semtech is really meaningless because based on the assumption that the receiver
is only affected by the RX input stage noise figure... while it is well known that very often the real
limiting factor of a radio link is the actual radio noise level in the receiver site.... often due to the in-
stallation of LoRa node close to other radio equipments make it really challenging to have a clean
RF spectrum situation on the installation sites.

Anyway it is always possibile in special cases ( very clean rx sites) to use the Ispeed mode in
order to take advantage of the very clean RF status, thus not taking the benefit of increased bit rate.

Fig 68-70 show the different LoRa network scenarios we have described up to now.

LoRa Beacon Installation Manual 73/100 Vr. 5.1-20231105



10 Debugging Interface

The devices of the Sarimesh LoRa Beacon family are equipped with a remote debug interface
that allows access to a series of features designed for advanced use of the devices or to access the
functions for monitoring operation in real time without requiring connection to a computer via USB
or serial and therefore also usable remotely for devices such as located in a point connected via the
Internet.

Access to the Remote Debug interface uses the telnet protocol equipped with a simple pass-
word-based security system.

Access to this functionality can take place either using a classic Telnet client available for all
existing computer platforms, or via a web application using any internet browser.

Regardless of how you access the Remote Debug interface, a series of commands are available
that correspond to as many monitoring or debugging functions.

The two access modes are described below, followed by the debugging commands available.

10.1 Access to Remote Debug IF via Telnet Client

To use this access method, simply obtain any Telnet client such as the classic "putty" down-
loadable from the following URL: http://putty.org . In fig. 71 you can see the download page.

4= mp (U & puttyorg @ A O wdal@dBr ve s Qe
»

i App | eBay- Acquistisco.. @¥ RicercaSlimjet [J) Prenota hotel e app... La pili veloce VPN a.. &) Homepage Slimjet BREAKOUT BOARD... EH Avira

Download PuTTY

PUTTY is an SSH and telnet client, developed originally by Simon Tatham for the Windows platform.
PUTTY is open source software that is available with source code and is developed and supported by
a group of volunteers.

You can download PUTTY here.

Figure 71: Putty Download page

Once you have downloaded the putty.exe file corresponding to your PC platform that you in-
tend to use, simply start the file without the need for installation.
From the screen of fig.72 , select the following options in addition to the default ones:

e Session: Other --> Telnet
e Host Name: LAN IP address of the device

The device IP could be:
- 192.168.5.1 in case of device in “stand-alone” via WiF1 or 192.168.4.1 via Ethernet inter-
face
- astatic IP decided by the user in the network 192.168.4.x/24 if using the Ethernet interface
- IP assigned by Wifi router via DHCP if WiFi is used for access.

To discover the device IP it is sufficient to use the front panel button with a double short
push and the local display will show it.
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http://putty.org

r -
% PuTTY Configuration @g

Category:

| Basic options for your PuTTY session |

Specify the destination you want to connect to

Host Name {or IP ad, Port
192.168.2.227 23
.. Features Connection type: A/
= Window ©)SSH () Seral © Other
H - Appearance
- Behaviour Load, save or delete a stored session \
 Transiation Saved Sessions
[#- Selection
i Colours
- Connection Default Settings Lond
i [doss ]
o
(- SSH
Sl
Telnet
Rlogin
- SUPDUP Close window on exit:
() Mways (0 Never @ Only on clean exit
[ most |[ Hep | [ open [ cancel
N — =T

Figure 72: Putty Setup - 1
Follow fig. 73 for the correct settings of Carriage Return and Line Feed:

e Terminal: Implicit CR in every LF

s B
g PuTTY Configuration s . - @Iﬂ
Category:

=3 S_ession | Options controlling the terminal emulation |
E| T: I..oglginM Set various terminal options
e-?ﬂl(I::bnard Auto wrap mode initially on

- Bell [”] DEC Crigin Mode initially on
i i Features Implict CR in every LF /
= Window [ Implicit LF in every CR
i - Appearance Use background colour to erase screen

- Behaviour ["] Enable blinking text
i i~ Translation Answerback to “E:
i [ Selection PUTTY
i i Colours
E1-Connection Line discipline options

EEﬂa Local echo:

S?:Y @ Auto () Force on () Force off
B "S sl Local line edting:

2end @) Auto () Force on () Force off

- Telnet

- Rlogin Remote-controlled printing

-~ SUPDUP Printer to send ANSI printer output to:

-
[ #ot || Hee | [ open [ canca |
b ——— = ’

Figure 73: Putty Setup - 2

At this point click on “Open”. If the connection is correctly esablished, a screen similar to fig.
74 will appear asking for a password: default is “esp32”.
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Figure 74 : Initial Telnet screen

By entering the password, the device debug console command interface shown in fig. 75 will
appear.

Figure 75: First debug screen

By default, the console reports a series of diagnostic information produced by the device SW,
based on the enabled debug functions.
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The initial screen, after login, lists the available commands and their meaning briefly; some
commands are called "Application Commands" and are used to activate specific functions of the
SW.

Some of the available commands represent the exact equivalent of what can be viewed on the
serial console via USB typically accessible from within the PlatformIO environment.

Other commands are additional functions available only through this Remote Debug interface
and are described in detail below.

10.1.1 "gps_status' command

The "gps_status" command returns detailed information on the GPS status: in particular, it pro-
vides the following parameters:
e List of satellites currently used for the fix: number of satellites used, PRN, elevation, az-
imuth and SNR values for each satellite used for the fix
e parameters related to the fix: latitude, longitude, age of the fix, date, time, height, speed,
quality parameters of the fix

An output example is in fig. 76 .

GPS Satellites used

Figure 76 : output of ""gps_status" command

10.1.2 "temperature' command

Provides an estimate of the temperature value in °C at the level of the ESP32 chip inside the
device; this value should be used as a general indication of the temperature value as its determina-
tion is based on an undocumented feature of the ESP32 chip.

10.1.3 “wifi_scan” command

Scan the 2.4Ghz WiFi band and report the list of networks found and the relative signal levels
and the type of encryption.
A typical output is shown in fig. 77 .

wifi scan

(do wifi scan)(Cl) wifi scan start...scan done: 11 networks found
: RFC2019-24 (-55)*

2: MikroTik-66BABF-24 (-59)*

3: SARIMESH (-59)*

1: ESP32-240ACA595AA8 (-73)

: TIM-24138604 (-83)*

: casa Izzo (-89)#*

: Vodafone-35188680 (-90)*
: Vodafone-WiFi (-91)

0: FASTWEB-SK5JE6 (-91)*

0: FASTWEB-VIX4Y7 (

1: WOW FI - FASTWEB (-93)+*

Figure 77 : "wifi_scan" command output
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10.1.4 "display_config" command

This command displays in text form the current configuration of the device in use.
The configuration consists of a list of lines of the “key = value” type.
Figure 78 shows only a small subset of parameters for sake of brevity.

display config
(DisplayConfig) (Cl) Display active Configuration data
S ig.DeviceName = LoRa Tracker Vr4.1
ig.Deviceld = Not Available
= ESP32 Dev V4

1
1

ig.cpu_type
ig.dhcp
ig.daylight
ig.Update Time
ig.timezone
g.IP
.Netmask
ESP_config.GatewayIP
ESP _config.DnsIP
ESP _config id
S ig.password
ig.ntpServer
ig.gps_debug = 0
ig.LoRa debug =0
ig.RTC _debug = 0
ig.ezTime debug =
.pps_debug
ESP _config.PE d g
ESP_config.BT _KISS
ESP _config.Serial KISS Mode

ntpllinrim.it

Figue78: "ispla_config" command output

The nomenclature used for the keys should make it easy to identify the meaning of the listed
parameters.

10.1.5 "show_stats" command

This command reports a list of statistics for the LoRa part.

In particular, it reports:

- SW version in use on the device

- Number of LoRa packets received and transmitted

- Number of LoRa packets lost (or suppressed in transmission) due to radio channel conges-
tion

- Number of LoRa packets received with CRC value at the wrong radio level (generally due
to transmission errors on the radio channel or access conflict to the radio channel)

- Waiting time for the transmission of LoRa packets

- Temperature of the ESP32 CPU

- "Uptime" time value of the CPU since the last reboot.

Fig. 79 shows an example of this command ouput.

LoRa Beacon Installation Manual 78/100 Vr. 5.1-20231105



(show_ :tatqﬁ((lﬁ

(show stats)(C1)

{ghow_statsj{Clj
(show stats)(Cl)

LoRa_rx_packets
LoRa_tx_packets
LoRa_lost_packets
LoRa_CRC_errored_packets

LoRa OnAirTime(msec) =
CPU Temperature(C®)
_UpTime(secs)
==== 5Stats end

10.1.6 “show_events” command

The device, in the version based on HW LoRa Beacon , has an on-board FRAM memory used
for keeping not only the device configuration data, but also a series of data collected in real time re-
lated to particular events and to the reception of LoRa spots.

The "show events" command lists only the "events" part of the log kept in the FRAM; the re-
ported events are typically linked to management actions that imply configuration changes and pro-
cessor restarts.

The events are “timestamped” with the real time in which they were recorded and therefore
they “survive” to device restarts and can be used for troubleshooting even after eventual crash of
SW.

Fig. 80 shows an example of output for this command.

show_events

(show_events) (C1l) FRAM g parameters: log_head=340 log_len=400 log_size

(show_events) (C === Eventq Lou Htart
1 0¢ r‘_vstem reboot completed
03

: system reboot by GUI ==
20210801 2 97 [pntr 5144 ]===> [1627 system reboot completed

(show_events) (C1) === Events Log End
Figure 80: "show_events'" command output

10.1.7 “log_display” command

The "log_display" command shows the complete list of the "circular tail" which shows all the
events and spots recorded in real time during device operation.

Using a “circular queue” to hold this data allows you to keep track of the last 400 recorded
events or spots, discarding the oldest.

The format of the recorded "spots" is different for the case of use as an iGate or as a Tracker:
¢ in the first case (use as iGate) each spot shows the name of the source station, the position,
the signal level and SNR of the received spot.
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¢ in the second case (use as a tracker) the spot shows the physical position in which the
tracker was at the time of receiving a spot, the frequency, the signal level and SNR of the re-
ceived spot.

0210801 2 [1627850059]40.6
20210801 2 [1627850089|4
20210801 134 : [1627850090]40
20210801 2 .003 i [1627850120]40.
20210801 2 [1627850121|40.
0210801 [1627850152|40.
20210801 2 3 [162785015440
202108081 2 3|4
0210801 2

20210801

20210801 2

0210801

20210801 2

0210801

20210801 20:: G
20210801 20:3 .003 r 2 2 40. . 409 433.725|-87.00|11.2

W wWwww

¥V VVVYVYVYVVVYVYYVVY

display)(Cl) FRAM Log |

splay)(C1) Log Start
19700101 00:15: [pntr=30¢ 9 40. 3 433.725|-88.00|10.
19700101 00:15:29 [pntr=30632 9294 311 . 25|7102.00|4
19700101 00:15:3 [pntr=3 >
19700101 00:15:33 [pntr=3
19700101 00: [pntr
19700101 00: [pntr:
19700101 00: [pntr: 3
19700101 00:] [pntr: [96640. 2
19700101 00:] [pntr=233 [971]40. > g 1]433.725] -39 10.50|0.00]
19700101 00: [pntr [972]40. L 9 2 112.00|0.00]
19700101 00: [pntr: [973]40. € 4 EIEIlHJ) L5| -L 00]12.00]|0.00]
19700101 00: [pntr=2552 [30|EVENT| tem reboot mpleted
19700101 00: [pntr=26 39]|0.0000000|0.0000000 2 00]11.75]|0.00] d
19700101 00: [pntr=269 9]0.0000000|0.0000000 3.72 00|11.75]0.00]
19700101 00: [pntr [44]0.0000000|0. GB@@GGGH; p 00]11.25]0.00]
19700101 00: [pntr [70]40.6448326| 9 3.72 9.00|11.25]0. 00] d
19700101 00: [pntr=29 [70]40.6448326] 1
19700101 00:01: [pntr: | [101]40.644¢ 26|
19700101 00:01 [101]40.
19700101 00:01 [lUJ|4B

Flgure 82: newest data of "log_display" command output '

VV\:’\:’\4’VVV\:’\:’VVV\:’\:’\:’VV\:’\:’I
GGG@@GGG@@@GG@@OGGG@

figs. 81 and 82 show a log example for an iGate, while in fig. 83 in case of a tracker.
The reason for the different information content derives from the impossibility, in the tracker
case, to identify the source of the LoRa message.

Each spot also contains a field d (distance) whose meaning is left to a future documentation
phase; currently it is to be considered a non-significant field.

(L) = IEITSL NN SILO cntr=34 |pnir=to| = | DbZ T TS0 L ZEE DGR L3 SO0 AP Y-S LA -S OO0 ] =12 175
() === 20210731 17:000:0L.6%0 enir=31 |pnitr=%752| = | 16ZTTS0801|41.2905006(1 3. 2644997 | LA LW-9-114.50]-6.501D.00] d=111684
(D) === 20210731 17:01:03.6W cotr=30 [pnir=9824] - [ 1627750863 |40.6445007| 14,4049 1663 IBFLIC-10(-62.00[11.500.00] d=3682

(D) === 20210731 17:01:32.6W cnir=29 [pnir=93% > [ 16277508592 |40.61 19993 14 400833 1|IQES0- 10-62.00[11.75)0.00] d=0

(D) === 20210731 17:03:03.6% cntr=25 ||'|n'.1="jl'Jf:K|=== [ 1627750983 |40 6445007| 14 409 1663 IZFUC-10{-62.00[11.75/0.00] d=3682
(=== 20210731 17:05:08.6%0 cntr=2T7 |pntr=10040] = | 162TTS09EE|4 1 J06EISL| L3 28 TII35| LE0CEW-2|- 110004 (0[] d=121325
(=== 20210731 17:05: 12.6"0 cntr=26 |pntr=101112] = | 162TTSINN2 L3933 2115300 3334 | LL0CEW-9-98.00 | 3.25|0.00] d=121311
(D) === 20210731 17:05:43.6%0 cnir=15 |pntr=101§4] = | D62TTSII43|4 13224983 133056669 L ZCEW-9)- 10 1L.00) 1.50j0.00] d=121262
(1) === 20210731 17:06: 14.6%0 cnitr=14 |pntr=10256] = | I6ZTTSIIT4|4 132683 18| 13307833 T| LM EW-9]-105.75-1.75[0.M] d=121437

(D) === 20210731 17:06:34 6 cntr=23 [pnir=10328}—=
(D) === 20210731 17:07:05.6 cntr=22 [pnir=10400
(D) === 20210731 17:09:06.6M cntr=21 [pnir=10472
(D) === 20210731 17:11:07.65%0 cntr=20 [pnr=10344]=
(D) === 20210731 17:11:35.69%0 cntr=19 [pnr=10616]=
(D) === 20210731 17:13:09.6% cnr=138 [pnr=10688 =
(D) ===20210731 17:15:10.6°%) cntr=17 [pnir=10760
(D) === 20210731 17:16:36.6% cntr=16 [pnir=10431]

-|]L">2 19440 l:':-l I'N"J'? 14 -llI[:'HHI J{)\"‘i{] 1 f-" 00[11.75/0.00) d—l.l

146 40 f1--1:~I.I[:'.' 144091663 J‘:l uc- ][:' l:':-_ 01 I.'.' (U lI[:'Id—.wL":-HZ
5146740, 6445007 14400 1663 18FLC-10-62.00[11.5010.00) d=3682
954061 199495 14 4008331 | MOES0-10(-64.00] 1 1.0000.00) d=0
SE940.6445007] 144091663 | IRFUC-10-62.00111.50(0.00] d=36E2
THHA0.6445007| 144091663 | IRFUC-10-62.00(11.50/0.00] d=3682

TSI T96]40.6 1 194995] 14 400833 1| IQESO- 10[-62.00{ 1 2.00i0.00] d=0

(D) === 20210731 17:19:12.6%W cotr=15 [pntr=10504 - [162TTH1952(40. 6445007 | 14 4091663 IRFUC-10-62.00{11.75|0.00] d=3682

(D) === 20210731 17:21:13.6W cntr=14 [pntr=10876] - [162 073406445007 14,4091 663 | IRFUC- 10620001 2.00j0.00] d=3682

(D) === 20210731 17:21: 17.6'0 cnitr=13 |pntr=1104%| = |HGZTTSI0TT|41.3328313[ 13316166 LM ZW-9]-1 2 1.50-9.50[0.04] d=121345

Figure 83 : example of log in case of a tracker
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10.2 Access to Remote Debug IF via Web App

To use this access method, a particular application called Remote Debug WEB App must be in-
stalled on your PC and can be downloaded from the following URL: hitps:/github.com/JoaoLopesF/Re-
moteDebugApp#installing

4= = (! @& github.com/JosolopesF/RemoteDebugApp#instaliing

i App W] eBay - Acquistisco.. (¥ Ricerca Slimjet [} Prenota hotel e app... La pii veloce VPN a.. @) Homepage Slimjet BREAKOUT BOARD... B [ Avie @ 10.97.539/adminht.. RS [MNeedtoDissble.. (G Dov
& JoaolLopesF / RemoteDebugApp £} Notifications
<> Code Issues 3 Pull requests Actions Projects Wiki Security

¥ master ~ P lbranch © 0tags Go to file

% JoaolopesF Version 0.3.2 update ... bJ  Clone ®
HTTPS GitHub CLI

assets Version 0.3.2 upc https://github.com/JoaoLopesF/RemoteDebugs EI
images Version 0.3.2 upc  Use Git or checkout with SVN using the web URL.
materialize Version 0.3.1

) Open with GitHub Desktop
LICENSE Initial commit /
README.md Version 032 upc [§) Download ZIP
app-buttons.css Version 0.3.2 update 2 years ago
Figure 84: Remote Debug Web app download page
fig 84 shows the download page; to download the App it is necessary to select the "Code" box
and from the subsequent selection window that appears, choose the "Download" option.
The .zip archive thus obtained must be expanded on the PC you are using in a directory chosen
by the user; then with the local "explorer" tool, select the index.html file in the directory where the

archive was expanded and open it with a browser such as chrome or firefox.

fig. 85 shows the appearance of the resulting chrome browser window.
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https://github.com/JoaoLopesF/RemoteDebugApp#installing
https://github.com/JoaoLopesF/RemoteDebugApp#installing

= Connect

- RemoteDebugApp is a beta, not fully tested, if you have problems or suggestions, please add an issue:
in top left, and cli option)

GitHub (c 1og eft),
if you find this app an RemoteDebug library useful, this help an another people, discover it too.
If you already a gave star, thanks a lot.

@ Clear B2 Clipboard B Converter 3k Settings

Figure 85: Remote Debug first screen appearance

As you can see, it is a classic web interface that initially requires entering the IP address of the
device to be monitored.

It is then necessary to enter the access password (by default esp32) in the input window.

After entering the password, you will find a window similar to the one obtained using the putty
application described in the previous paragraph.

At this point, all the functions and considerations made in the previous paragraph apply ex-
actly.

Using this interface, some additional functions are available, among which perhaps the most in-
teresting is the “Content Filter", used to display only particular messages; this function is therefore
very useful in case of different debug functions enabled on the device.

An example of filter application is shown in fig. 86
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€ © File | C/Program%20Files%20(x86)/Arduino/PROJECTS/1_ESP32_ DEVKIT_LORA Beacon ESP32/LORA PCB_VRA_1_HW/ESP32 LoRa Radiolib_Beacon/IMAGESRemot.. B # % @
W) =Bay- Acquistisco... @4 Ricerca Slimjet [} Prenota hotel & app. Ls pil veloce VPN a.. @9 Homepage Slimjet BREAKOUT BOARD... [ [ Avin @ 1087.53%/adminht. » Reading list I

Board connected: ESP32

= Disc a B
RemoteDebug: 3.0.5 Disconnect £ Full

nce  Debugger Help 1 [D-Debug]

» Send Y Filter A+ A @Clear E2Clipboard Bl Converter ¥ Settings

Figure 86: Initial Remote debug screen

?RE"OTEDEBUG Board connected: ESP32  Free memory: 148712 ‘o’

RemoteDebug: 3.0.5 Features

(T) int_temp
< filter _LoRa

ence Debugger Help =i l:l

» Send Y Cancel A+ A- T Clear Clipboard B Converter %k Settings

Figure 87: Content Filter in Remote Debug app
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11 Porting of the LoRa Beacon SW to other HW platforms

The SW of the LoRa Beacon project has been designed to be used not only on the LoRa Bea-
con HW platform described in the previous sections, but also on similar HW devices which use the
same type of microcontroller (ESP32) and which include a set of similar HW functions , such as
e.g. a GPS module and/or a LoRa module.

At present, the SW has been ported to two particular cards which represent significant exam-
ples of "all-in-one" devices available on the usual Chinese portals.

The "porting" operation consists of the following operations:

e properly configure the PlatformIO for SW development by appropriately selecting the HW
platform to support

e analyze the HW structure of the device and appropriately set the SW configuration file
"MasterConfig.h".

e carry out a "build" of the SW by connecting directly to the target via USB

e carry out the necessary "non-regression" tests to verify the correct functioning of the HW-
SW set, only for the functions that can be supported by the HW in use

¢ verify that the device functionally behaves as expected.

Once the porting work has been successfully completed, it is possible to generate a complete
image of the SW that can be loaded onto the card also using the classic ESP32 microcontroller
downlad tool, without using the PlatformIO development environment necessarily.

Building images is very useful for those who intend to use simply the SW without necessarily
making changes to it, but using the configuration interface provided for setting up the device and
for carrying out any experiments with it.

The following paragraphs show the settings to be used for the download tool in relation to the
different types of boards to be supported.

11.1 SW installation on TTGO T-beam-V1-2019 device

This card is the first version of a long series of devices made by the same Vendor.

It’s worth to be noted that although these devices share the same commercial name “T-Beam”,
they may have a HW equipment that is also quite different from the original version. Doing a search
on the internet it is possible to learn more about this topic ( https:/github.com/Xinyuan-LilyGo/TTGO-
LoRa-Series ).

The following figure shows the details of the device used for the test.
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Figure 88 : TTGO T-Beam V1 board used for the tests

The following procedure obviously refers to the specific device indicated for obvious reasons
of availability of the HW on which to carry out the test.

This board is not able to support the FRAM memory present in the LoRa Beacon project, there-
fore all the SW functions that require this component are not supported, with the exception of the
device configuration part only.

Instead of the FRAMSs, a portion of the Flash memory is used to store the device configuration;
from a functional point of view there are only minor differences compared to the case of using the
FRAM.

As first consequence, the permanent logs and therefore the reconfiguration/reboot events and
the log of the received spots are not available on this board.

This card supports only (in the tested version) first generation (sx127x) LoRa chips, therefore
with a maximum output power of about 100mWatt, with sensitivity of the radio receiving part not
improved and without TCXO support for the stabilization of the emitted frequency.

As for the display, the only supported display is the 0.96” monochrome one with I2C interface.

Fig. 89 illustrates the connections of the display to the circuit board.
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Figure 89 : TTGO T-Beam V1 display connections

The functions of the red and green LEDs are not supported but it is possible to map them to the
blue LED present on the devices.

For the SW installation using the download tool presented in the previous chapters, exactly the

same considerations apply; in particular also in this case the image will consist in a single file to be
loaded on the flash at address 0x0000.

Fig. 90 is an example of the display content.

R:a‘ f:

°

e oL

:I;TCBQMP o

433/47

Figure 90 : Example of display content for TTGO T-Beam

Note the presence of the “ ERR ” field which reports the frequency error between RT/TX due
to the lack of TCXO on this type of HW; this offset can be corrected using the "ppm" field in the
setup screen of the LoRa section.

This loading procedure is only required for the first loading of the SW on the card; for subse-
quent SW updates it is possible to use the OTA update interface available on the GUI.
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12 SW installation via OTA ( Over-The-Air)

The LoRa Beacon SW provides a way to update the SW without requiring any physical con-
nection to the target device.

This mode, called OTA (Over-The-Air), takes advantage of the WiFi functionality which will
be active on the device once the Sarimesh SW is loaded.

The availability of this function allows, moreover, to update the SW of a remote device with-
out needing to be on-site.

The SW update does not impact the configuration data which are therefore preserved between
a SW update. However, it remains to be checked after each update because with a new SW image
some configuration incompatibiliets can be happening and should be resolbved by adaptiong the old
configuration.

Therefore, in order to be able to update the SW, it is necessary to have a single SW module to
download onto a computer equipped with a browser of the chrome or firefox family.

The computer to be used for the SW update must be able to reach the device to be updated via
WiFi (and possibly via an internet connection): therefore the device to be updated must in turn be
connected to an access point from which It is possible to reach (also via internet) the PC that you in-
tend to use for the SW update.

With SW rel. 5.x the OTA SW image loading can also be used locally when the device to be
loaded is operating either in the standalone or not standalone mode.

Therefore the first step to be able to carry out the SW update is to verify the connectivity be-
tween the PC and the device to be updated, using for example the the classic “ping” tool available
on any PC.

Once the connectivity has been verified, it is necessary to place the device to be updated in a
particular operating condition called "Admin Mode" which is required in order to temporarily dis-
able some unnecessary functions in the SW update phase.

Note: the LoRa and GPS stages will not work while in Admin Mode!

For this purpose it is possible to access the “OPERATION MODE SETTINGS” screen and se-
lect the Admin_Mode box, thus saving the page.

The remote device will now reboot and the display will show “Admin Mode”.

It should be noted that the automatic reboot is only available using devices based on the LoRa
Beacon HW platform; in case of different platforms it will be necessary to manually restart the re-
mote device (and therefore a person near the device or some other mechanism will be needed to
restart the device remotely eg by clicking the power).

In these conditions, the device will appear to be temporarily non-functional at the LoRa Radio
level as this functionality will, as explained, be temporarily unavailable.

The activation of the Admin Mode will bring up a new graphic interface dedicated to the SW
update: to access this interface it will be necessary to point with another browser window to the ad-
dress of the remote device, using a port number equal to 88 as in the example of fig. 91
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Figure 91: OTA web page

At this point the following values will be entered as credentials (by default):
e User ID: admin
e Password: adminota

A new screen will appear asking you to select the new SW update image from your PC: select
the file received as an update, whose name will typically end in .bin.
An example is reported in fig. 92
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o' Musica “ Nome Uttima rpfldifica
Vid
B viseo @ boot_app0.bin 1642000238 BINFile
(& boatloader_dio_80m.bin 710/2020 02:38 BIN File
8 Computer ) . )
(@) ESP32_LoRa_Radiclib_Beacon.ino.partitions.bin 31/07/2021 0218 BINFile

Disco locale (C:
g Unita CD (D)( ) |(©) ESP32_LoRa Radiolib_Beacon.ina.ttgo-lora32-vLbin  31/07/2021 0216 BIN File
nita :
@) ESP32_LoRa Rediolib_Beacon.littlefs.bin 31/07/20210224  BINFile
) ESP32_TTGP_T-Beam-V1-2019-Vr_20210804.zip 04/08/20211401  WinZip File

€ Rete
B HPCDI6AC .| B uploadiognt 31/07/2021 02:27 Plain-text file
| E

1%/ LENOVO
18 OMY-NEW

Siar ]
Nemefile: ESP32_LoRa_Radiolib_Beacon.ino.ttgo-lora32-vl.bin v | Tuttiifile ("7 v

Figure 92: Selection of SW image to be loaded

Then start loading the SW package and wait for the operation to complete, as reported in fig.
93

= wp & A Nonsicuro | 192.168.2.230:88/serverlndex - 40 @ a B veos O
i App | eBay - Acquistisco.. (4 Ricerca Slimjet [J Prenotahotele app.. | .| Lapitveloce VPN a.. @3 Homepage Slimjet | BREAKOUT BOARD.. EEY Avira  »

ESP32_|L oRa_Radiolib_Beacon.ino ttgo-

progress: 13%

Figure 93 : Progress bar during SW upload

Once the new update image has been loaded, the remote device will reboot and reappear with
its graphical interface, according to the new loaded SW; by accessing the "General Configuration"
page, it will be possible to verify that the SW version of the device is the one expected as a result of
the loading performed.
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At this point the device is updated so it is possible to exit the "Admin Mode" via the "Opera-
tion_Mode_settings" page; the device will perform a new reboot and will appear in the selected op-
erating mode.

After each SW update, it is a good idea to check that the configuration of the device is correct
as, depending on the changes introduced in the new SW version, minor adjustments to the configu-
ration may be necessary; such adjustments should possibly be documented in the "Release Note"
which should accompany each new SW release.

13 Saving and Loading of the device configuration via OTA

The SW LoRa Beacon has been designed to be easily used for experimenting the LoRa radio
protocol and not to be a pure SW development exercise, it is aimed as an instrument for the purpose
of evaluation the LoRa technology in non-standard uses (according to the objectives for which it
was born), or rather for typical use in the amateur radio world.

So the goal was to provide the ability to easily change a series of operating parameters without
necessarily having to have SW development experience.

The method chosen was therefore to parameterize all the functional elements and make them
modifiable through a graphical interface; the set of parameters that characterize a given setting of
each device 1s indicated hereafter with the term "configuration" and can be viewed as a set of at-
tributes and corresponding values in a standard JSON format.

The configuration of a device is kept in a non-volatile memory which can be a FRAM, in case
of LoRa Beacon HW, or a fraction of the flash memory for those devices without FRAM.

The format chosen for the configuration file is the JSON standard which is easily readable and
manageable both with a simple editor and with one of the many existing tools for this purpose.
These tools can also easily compare multiple configuration files to highlight any differences be-
tween them.

The ability to save and reload a certain configuration allows you to easily keep track of the test
conditions in which a tests has been performed.

To access the configuration save/restore functions, the “ SAVE/RESTORE CONFIGURA-
TION ” page is available.

Fig. 94 shows the content of the “Save/Restore” screen: as you can see, there is a list of config
files that can be loaded manually. The File /WebConf.conf always represents the current configura-
tion file.
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Save/Restore Configuration

Save Restore Home

Use JsoN Browser 10 display configuration files

Figure 94 : "Save/Restore' GUI page

To save the current configuration of the device, simply select the “Save” button: a file will be
created and downloaded directly to the PC, as shown in the following figure 95:

Savel/Restore Configuration

Save Restore Home

Use Json srowser to display configuration files

CONFIGURATIONS - o0 9

File Edit View Go Bookmarks Help
€Bak ¥ Srfowad v A @ C @ W @ s B v
Places v X ‘/‘ Location: | /home/michele/Downloads/CONFIGURATIONS a
Computer Name ¥ | Size Type

ichel
e WebConf_ESP32-10521C691A18-20231107 json 3,0 kB JSON document
I Desktop
|| File System

B Maenman b

Figure 95 : Saving of the device configuration into a PC

The downloaded file will have a name like “ESP32-<MAC address>.json” and will be saved in
a location depending on the browser in use.

To restore the configuration from a file, simply select the "Restore" button and select the file
you wish to load, then select the “Upload File” button, as depicted in Fig. 96

Savel/Restore Configuration

Select File to Upload

Choose File R le0ly] eFL: Ny

Figure 96 : Restoring configuration from a file
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Save/Restore Configuration

File was successfully uploaded
Uploaded File Name: WebConf_ ESP32-10521C691A18-20231029.json

File Size: 2.951 KB
[Back]

Figure 97 : Successful completion of config restore

If the loading is successfully completed, you will see a screen like fig. 97

To make the new configuration effective, it is necessary to perform a “commit” operation via
the Operation and Maintenance GUI page and then reboot the device.

If you want to inspect and/or possibly modify the configuration file, you can use, for example,
the tool https://jsonformatter.org/json-pretty-print , which isfreely accessible on the internet via any
browser such as chrome or firefox.

In fig 98 all the step for opening a config file are shown.
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= Immagini =] _WEBCONFIG_WebConf.conf 12/03/2021 1831 2 16 Dns[
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&) Musica 2] WEBCONFIG_WebConf.conf___.conf 12/03/2021 15:25 2 : = Dns[
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21 "ntps
&, Disco locale (C) =] tryoutput.conf 23712/202017:36 1 Plain JSON (4 = It s
- o a
& UnitacD (D) + o . :
L l | b 23 "time
Nome file: ESP32-807D3ACSDBCC_20210803.conf - [Tuttiifile (") - Download 24 "dayl
25 "Devi
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; — — — - e — ¢ -
* — cpu_

Figure 98 : Opening config file in JSON Pretty Print

The following figure 99 is an example this tool while is viewing the contents of a configuration
file in “plain text”:
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, "AprsRauBeaconPeriodSecondsTRACK" :31, "LoraFreq” : "433.725", "LoraBu" " AprsRauBeaconTRACK"
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.25","LoraS":7, " LoraCodingRate": 7, "LoraSync”:52, "LoraPower” : 17
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,"IoT_Host":"io.adafruit.com”,"ToT_Port":1883,"ToT_Login": "m? “hor "LoraFreq”: "433.725",
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"LoraSync": 52,

,"feed_6"

"LoraPower”: 17,

Ln:1 Cok:1

Figure 99 : JSON Pretty Print while displaying config file
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14 Suggestions for the components procurement

All the components necessary for the assembly of both versions of LoRa Beacon can be easily
purchased on the classic Asian portals; it is important to highlight that although it is generally very
easy to find what is necessary, the experimenter must be careful in purchasing components that
are apparently identical to the recommended ones, but much cheaper: unfortunately it is a clas-
sic trap as, like it is well known, in practice there is no guarantee that these cheaper components
comply with what is declared or even shown in the photo.

The advice is to look for the deal, but making sure that it is really a deal!

As mentioned, all the components are easily available; the only components obviously not
available on these portals are the printed circuits which can be requested at the following address
info(@sarimesh.net : the price of these PCBs is however very low as it only cover manufacturing
costs and shipping.

For year 2023 PCB, due to extensive use of SMD components, we are trying to setup the op-
tion to delivery semiassembled PCB already populated with most or all the small SMD compo-
nents; in this way it should be possible to easyly complete the PCB with only pin-in-hole compo-
nents to be soldered.

Below is a purely indicative list, at the date, of the main components required for the assembly
of the two versions of LoRa Beacon year 2023: the list is unique for the two versions so, based on
the version you want to assemble, it will be necessary to purchase only a subset of components. Of
course, no responsibility is assumed for any errors contained in this list, nor for the reliability
of the sellers indicated.

Just in case somebody is interested to this list related to the year 2020 PCB, please check the
previous version 4.1 of this document available on the Github or on the Sarimesh site.

Shipping times from China have recently dropped a lot thanks to the new regulation on pur-
chases made on online portals; however, it must be considered that all the prices seen on the portals
must then be increased by the value of VAT (22%) if not already included, when the orders are
committed.

A special note is to be made regarding the mounting method for the various modules; depend-
ing on the fact that the user is making a sample for experiments or for usage only we suggest to use
always the mounting via the connectors strips because this makes possible to perform easily any
throboul shouting should the mounted device not work immediately ... infact proceding in this way
it is easy to remove all the main modules and then insert them one-by-one checking if the different
modules are possibly the source of non operation. Please be carafeull to insert new modules while
the power supply is down !!!

The following list is updated to 08/11/2023. Only major components are reported; all the SMD
parts are not reported and can be anyway collected from the BOM inserted in the description of the
various PCB early in this document.

ESP32-WROOM-32D microcontroller 38 pin version with molded antenna
12C 0.96" display
SPI IPS Display 1.14" 135x240 LCD Module

LoRa module 1 Watt SX1268 Ebyte E22-400M30S
https://it.aliexpress.com/item/1005002748118552.html RA-01S Lora module ipex connector sol-
dered

https://it.aliexpress.com/item/1005005970553639.html T-Display
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https://it.aliexpress.com/item/4000155919030.html?spm=a2g0s.9042311.0.0.27424c4dZwvUug
https://it.aliexpress.com/item/32639731302.html?spm=a2g0s.9042311.0.0.27424c4drqKCzN
https://it.aliexpress.com/item/32983040121.html?spm=a2g0s.9042311.0.0.27424c4d8uGRAm
https://it.aliexpress.com/item/4000584978809.html?spm=a2g0o.productlist.0.0.509380a71Ogmds&algo_pvid=d1cb2ad0-cc0a-4272-ac4c-c83f7c56ce56&algo_exp_id=d1cb2ad0-cc0a-4272-ac4c-c83f7c56ce56-1
https://it.aliexpress.com/item/1005002748118552.html
https://it.aliexpress.com/item/1005005970553639.html

https://it.aliexpress.com/item/1005001704030454.html GPS
https://it.aliexpress.com/item/1005005530140025.html 3 pin vertical JST XH254 connector
https://it.aliexpress.com/store/910691009 SPS30 sensor
https://it.aliexpress.com/item/4001113450307.html BME680 sensor
https://it.aliexpress.com/item/32849625854.html  T-Display heat dissipator
https://it.aliexpress.com/item/4000144606636.html power switch for compact tracker

https://it.aliexpress.com/store/912067512 3mm led assortement
https://it.aliexpress.com/item/1005003826542975.html power splitter
https://it.aliexpress.com/item/33005519676.html LiPo battery
https://it.aliexpress.com/item/1005002450883065.html SMA PCB antenna connector

https://it.aliexpress.com/item/32598945210.html Ethernet module
https://it.aliexpress.com/item/32699746180.html SMA adapter

https://it.aliexpress.com/item/1005002450883065.html SMA connector
https://it.aliexpress.com/item/1005003589507480.html SMA 433 MHz LoRa antenna magnetic
https://it.aliexpress.com/item/1005003155319967.html external GPS antenna
https://it.aliexpress.com/item/1005001386682033.html mini antenna 433MHz conn. SMA

Buzzer KY-012

6x6x12 vertical button

Contact strips 2.54 mm high 7.1 mm female

pin strips 2.54 mm male right angle type R1
DS3231 RTC

IPX-SMA cable 15 cm ipex-SMA pigtail
Straight male 2.54 mm pin strips

12V power connector
https://it.aliexpress.com/item/1005006206380016.html DC/DC steo down conv.
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https://it.aliexpress.com/item/1005001704030454.html
https://it.aliexpress.com/item/1005005530140025.html
https://it.aliexpress.com/store/910691009
https://it.aliexpress.com/item/4001113450307.html
https://it.aliexpress.com/item/32849625854.html
https://it.aliexpress.com/item/4000144606636.html
https://it.aliexpress.com/store/912067512
https://it.aliexpress.com/item/1005003826542975.html
https://it.aliexpress.com/item/33005519676.html
https://it.aliexpress.com/item/1005002450883065.html
https://it.aliexpress.com/item/32598945210.html
https://it.aliexpress.com/item/32699746180.html
https://it.aliexpress.com/item/1005002450883065.html
https://it.aliexpress.com/item/1005003589507480.html
https://it.aliexpress.com/item/1005003155319967.html
https://it.aliexpress.com/item/1005001386682033.html
https://it.aliexpress.com/item/32964682390.html?spm=a2g0o.productlist.0.0.30be445cgxv3xC&algo_pvid=16d75728-51aa-4d86-9839-d798f51a7cec&algo_exp_id=16d75728-51aa-4d86-9839-d798f51a7cec-7
https://it.aliexpress.com/item/32912894177.html?spm=a2g0s.9042311.0.0.27424c4dt9YpzG
https://it.aliexpress.com/item/32899635835.html?spm=a2g0s.9042311.0.0.27424c4dh2ANma
https://it.aliexpress.com/item/32887929634.html?spm=a2g0o.detail.1000023.17.518624523tA3To
https://www.aliexpress.com/item/diymore-DS3231-DS3231SN-AT24C32-IIC-Precision-RTC-Real-Time-Clock-Memory-Module-For-Arduino-new-original/4000107018044.html?spm=a2g0s.9042311.0.0.27424c4dh2ANma
https://it.aliexpress.com/item/32909354468.html?spm=a2g0s.9042311.0.0.27424c4dh2ANma
https://it.aliexpress.com/item/32899255706.html#0#131923#81_668#0#131923#81_668#888#3325#18_668#888#3325#18_668#2846#8108#1977_668#5811#27180#44_668#6421#30830#854_668#2717#7562#403_668#1000022185#1000066058#0_668#3468#15609#263_668#2846#8108#1977_668
https://it.aliexpress.com/item/1005001688314286.html?spm=a2g0o.cart.0.0.6f343c00HSOUJ3&mp=1
https://it.aliexpress.com/item/1005006206380016.html

15 APPENDIX 1: LoRa Messenger application

The Sarimesh SW has been structured in a modular way such that it is easy to extend the ac-
tual functionalities by addition of new SW modules that could eventually use already existing
SW/HW features to implement new top level fucntionalities.

This approach has been already used to implement two major Top Level services; namely
the APRS Tracker/iGate functionalities and the Synchronoud Beacon . These services can be en-
abled/disabled and can eventually coexist according to a suitable resource usage.

In order to allow a possible usage of the HW/SW platform by diverse top level SW modules
the SW has been organized so to have some HW resourses usage encapsulated by a suitable “device
driver” layer offering a sort of SW API to the external modules; when required the interface be-
tween the diffrent SW modules has been organized via a sort of messaging so that the various sub-
ssystems can operate in a neraly asynchronous mode, with interaction taking oplace sia a suite IPC (
Interprocess Communication method based on messages).

Thanks to this approach it is easy to “port” on our HW/SW environment an existing applica-
tion with minor changes to it if this application has been structured according a layering approach
in its SW architecture.

One of the more interesting funtional additions for our APRS Tracker has beed identified in
the addition of an “off-grid” messaging system, to be added to already existing APRS application
and able to share the same HW/SW existing modules.

By looking around we selected as a candidate to this addition an existing messaging applica-
tion developed by Nicholas (https:/hackaday.io/project/166225-loramessenger ) and available on
Github: this application has been very well designed in order to allow an easy porting on other con-
text due to the way the SW has been layered and thanks to not using very language specificites thus
allowing a clean SW blocks reuse.

The selected application is a very simple one, but very powerfull and able to run directly
over the LoRa level without any intermediate SW layer; the basic working mechanism is described
in the original author work and ihas been completely keept in our porting.

It allows any LoRa node to send and receive simple messages ( able to fit in a single LoRa
PDu (Protocol Data Unit) so that no additional SW layer is required for message size adaptation;
any message has a small header wher the destination node or nodes ( for broadcast usage) will be
indicated; any node that will receive a message will try to understand if that message is just directed
to him ( and will consume and acknodge that message) or will try to “route” the received message
to the destination node according to a “routing” table that the node will keep.

In order to allow the message routing any node will construct in realtime a table where the
“hearead” nodes will be enrolled and associated to a quality index derived from the LoRa RSSI of
the received message.

In order to allow all node to perform their operation, a beaconing process will take place, by
sending time-yo-time suitable “heartbeats” tha will allow the various node to construct their routing
tables: this tables will then be update in time so that thies tables will represent for any node the
awarness of the actual MoRa messaging network extension.

Operating in this way it is possible that a node will be reachable also if there is not a direct
path from the peer node. This is a sort of “meshing” and do not require any dedicated gateway to
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operate: so it is a perfect “off-grig” communication mechanism for special situations where no suit-
able LoRa node is present to help different devices to communicate each-other.

The messages received by a generic node can be acknopledged toward the originator node:
due to the connectionless communication mechanism there no garatie that these ack will reach the
originator nnode: but if a node receives back an ACK this means that the peer is reachable at
present.

At the present status the node addressing has been keept at a very minimal level due to the
fact that this application is still at an experimental level and is not designed to be scaled to a full
messaging system like Meshastin or similar apps. Then at present the node addressing is completely
static in the sense that all nodes must be assigned a precise identity in a small range ( default is 1-
10); in order to corectly operate all nodes must have a unique Nodeld.

So at present this application is mostly a proof-of-concept that can be used to eventually ex-
tend the actual operation modalities to further complexity.

LoRa Tracker Admin

For further details it is possible to check the
GEMERAL CONFIGURATION Nicholas pages over the Web.

DASHBOARD

This application can operate in parallel with
NETWORK CONFIGURATION the APRS application and puts a light load on the
actual radio channel.

METWORK INFORMATION

To manage this application it needs to be

setup by the following procedure, by visiting the
/ SOARD IRVENTORY First it will nedd to assign a Nodeld to the

NETWORK SERVICES

OPERATION MODE SETTINGS GUI pages as in Figure 100

thaker by visiting the “general Settings” Page of the
GUI so that it is possible to associate to any node a
LORA CONFIGURATION numerical ID in a restricted range (see Figure 101).

APRS CONFIGURATION

SV ONFIGURATION The actual usage scenario is then that a

group of peoples ( i.e. a treking group or an emer-
gency group ) will set their mobile trackers with
known Ids... then it is possible to refer to any node
with a mnemonic NodeName derived from the ac-
BME6B0 SENSOR STATUS tual APRS SSID of the tracker.

S5P530 SENSOR STATUS /
LORAMESSANGER GUI

HW SETUP ADJUSTMENT

APRS FEATURES

10T CONFIGURATION

From the specific LM Application screen it
is also possible to change the mnemonic name by
assigning a full custom name.

P Then the LoRa Messenger application needs
CONFIGURATION to be enabled in the “Operation Mode Settings”
GUI page as in Figure 102.

SW UPDATE

In order to use the LM Appli-
cation a new GUI page has been cre-

STATISTICS

. - ated that just allows to read last re-
Figute 100~ DsRs MRSsetger Sefup | ; J .
Node number for messaging - ceived messages, write any new mes-
Node name for messaging 1BFUC10 ‘can be set via APRS Loain sage and provide reachable ( at LoRa
Device |d ESP32-10521C691A18 leVe]) active nodes list.

CPU_Type ESP32 Dev V5
SW_Revision 510

L SAVE Vr. 5.1-20231105

Figure 101 - LoRa Messenger additional parameters



L oRaM The actual method to interact with the
s tracker is via WiFi using any smartphone to ac-

GPS:4038.73N/01424.60E Date:12/11/2023 23:42:21 UTC cess the tracker set to the standalone Operation
Node name mode ( so there is no need to have any external
[18FUC-8 || Update |

WiFi support because any tracker will present its
custom WiFi network like ESP32-<MAC ad-

Online dI'CSS>

+ Node:2 IQ850-10 | RSSI: -54 | Hops: 0 | 34s ago .

+ Node:4 IBFUC-9 via IQ850-10 | RSSI: -54 | Hops: 1 | 67s ago
+ Node:7 IBFUC-10 via IQ8S0-10 | RSSI: -55 | Hops: 1 | 95s ago

The connection to the the tracker via the

Messages smartphone has been optimized for Android de-
vices ( and also 10S..) so that it is sufficient to se-

lect the actual WiFi network to connect to and
Recipient then automagically on the smartphone a web
m browser window will pop-up with the tracker gui
Send new message already open.

The smartphone will just operate as a
GUI device without contributing in any way to
the LM Messaging operation; if any message is
received by a tracker, this message will appear as
a warning on the tracker display and will trigger

Figure 103 - LM S& 0800 i 418 DI L s the actual user to watch its smartphone if wanted.

WX _rep_enable: |‘

= LM_enable: Figure 103 is a sample LM GUI screen

no_gps: befor sending any message: actually it referes to

a situation where 4 nodes are present in the LoRa

Maintenance reachability area... they appear on the “Online”

Load _Default_Conf: slice of the screen: for any discovered node there

- : A is the Node Id , then the mnemonics associated to

Commit Configuration: that node followed by the value of the RSSI of

REDON—_NOW: the received becoan or message , then the Hops

count the message was needing to travers (if any)

and the time last sign of life was got from that
node.

SAVE

Figure 102 - LoRa Messenger enable/disable

Please note the second and third lines in
the Online window: thaey clearly show that the messages fron the nodes was passing trougth an in-
termediate node.

The top line of the screen contains the actual GPS coordinates and the time of day for the
traker as derived from the GPS available on the tracker.

The “Node Name” field can be used to set a personal mnemonic identification instead of the
default one derived from the APRS tracker name.

The Messages field will report the last messages received by this node and will be refreshed
any minute or can be refreshed manually .

The last part of the screen allow to write and send a message: two possibilities are available:
either a broadcast to send the message to everybody, or a direct message to a specific node as de-
rived from the above list of Online nodes.

The list of addressable nodes is derived from the online list so that anybody can know the
Node Id aand be sure eventually of who is actually associated to a specific mnemonic name.
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LoRaMessenger

GP5:4038.73N/01424.60E Date:12/11/2023 23:58:21 UTC

Node name
[18FUC-8

|| Update |

Online

= Node:2 1Q8S0-10 | RSSI: -55 | Hops: 0 | 94s ago

+ Node:4 IBFUC-9 via IQ8S0-10 | RSSI: -55 | Hops: 1 | 127s ago
+ Node:7 IBFUC-10 via IQ8S0-10 | RSSI: -54 | Hops: 1 | 155s ago

Messages

Recipient
Send new message

Hi all... let me know who can receive explicitely my message
please 11|

Figure 104 - Sending a message to broadcast

The figures above show the sending of a

message and the reception of a message: if a
message will be explicitely acknoledged , this
will be reported following the sent message.
If there is not an explicit ack do not mean that
the message was not received; infact the present
implementation do not guarante that any mes-
sage acknoledgemnt will be received by the
sending node, due to the fact that the ack is also
a connection less message.

In the present implementation of the ac-
knoledgemnt mechanisms there are few tricks
that should mitigate the “synchronous ack™ prob-
lem intrinsic in the  messaging operation
method: infact a sent message will be received
by all the nodes in the LoRa reachable area... all
these nodes will try to see if the message is to be
relayed and just in case will try immediately to
perform such operation... In pratice the ack

packets will be sent with a randomic delay just in

order to try to avoid or mitogate the multiple ack

multaneously... this random delay will add to the

si-

LoRaMessenger

. . GPS:4038.73N/01424.60E Date:13/11/2623 00:00:33 UTC
CAD mechanism that would in any case operate at o
LoRa level and will try to delay th simultaneous ac- | foaerame
. ry y th [iBFUC-8 |[ Update |
cess to the radio channel by multiple nodes; due to
to way used to implement the CAD support in our | oniine
. . . Ly + Node:2 1Q850-10 | RSSI: -49 | Hops: 0 | 9s ago
implementation, a packet that will stay waiting on @ | nodcsisruc-s via 1085010 RSSK 501 Hops: 1 85 ago
pOSlthG CAD access grant for more then a deﬁned * Node:7 IBFUC-10 via IQ8S0-10 | RSSI: -54 | Hops: 1 | 107s ago
time, will be discarded, and then the aACK will be |, . ..
lost . * I8FUC-8 -> Broadcast: Hi all... let me know who can receive explicitely my
message please !I! Received by: 1Q850-10
Recipient
Send new message
el
Figure 105 - Received a message...
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